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Abstract. Facial scanning is becoming more common as the commercial use of facial recognition technology expands. Face 

recognition technology, can be widely used in public security, finance, subway, airport and other important fields of natural 

identification. Now, the technology has also been applied to the routine outbreak control and prevention, through the form of "face 

recognition" to bring more convenient, safer and more accurate experience. However, with the development of technology, the 

drawbacks of facial recognition are gradually revealed, and people's opinions on the technology are mixed. As facial recognition is 

widely used in the market, protecting users' privacy information and data is becoming an increasingly important issue. In this 

article, this paper will discuss the different factors contributing to the popularity of facial recognition among people from five 

aspects, respectively from the aspects of devices and people. This paper was covered a number of parts in this article to explore 

what factors influence the popularity of facial recognition, racially biased, Accuracy of identification, public acceptance, Personal 

experience with technology, public perception of face recognition technology and Alternatives to FRS. The conclusion is that the 

factors which most strongly impact on FR is accuracy. 
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1. Introduction 

Face recognition is a biometric identification technology based on information about a person's facial features. Portrait recognition 

typically refers to a series of technologies related to the use of cameras or camcorders to collect images or video streams containing 

faces, automatically detect and track faces in the images, and then perform face recognition on the detected faces. 

This article mainly discusses whether the popularity of facial recognition will be changed under the influence of different 

factors. Because facial recognition is a very influential technology today, it has greatly affected people's lives. In this article, they 

will start with four points, the potential risks of facial recognition, the accuracy of facial recognition, the acceptance of facial 

recognition by the masses and the alternatives to facial recognition. At present, the racial difference is a major factor affecting the 

popularity. In today's world, the application error rate of facial recognition technology in countries of color is obviously much 

higher than that in Europe and America, which will lead some people of color to mistake it as a kind of racial discrimination. While 

the racial issue was a very serious problem in the last century, and now the world theme is equality for all, it has become a taboo 

topic. Second, the accuracy of facial recognition is also a very important factor to affect the popularity of facial recognition. Why 

facial recognition is so widely used today is because of its efficient and convenient use, once there is a problem with the accuracy, 

it shows that the most basic algorithm of this technology has a problem, which directly determines the upper limit of this 

technology. Third, the acceptance of the masses directly determines whether this technology can have a good reputation. In today's 

society, mass public opinion is a double-edged sword, and good use can ensure that this technology can produce huge benefits until 

it is thoroughly studied. Once there is a problem with public opinion , this technology to a large extent, no great benefits can be 

obtained. Finally, facial recognition is so widespread that it has competitors. This factor can also affect the popularity of facial 

recognition, different recognition methods have different advantages, such as fingerprint recognition, voice recognition and so on. 

In the end, this paper concluded from four different factors, racial differences in today's society, only a few people will think 

that this technology has discriminatory meaning; Mass acceptance does not affect the basic advantages of this technology, facial 

recognition can get so much favor, because its most basic algorithm is very competitive today. Not to mention the alternative to 

facial recognition, all products other than facial recognition are currently on the market, such as iris recognition. The technology is 
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more accurate than facial recognition, but the price is far higher. Or fingerprint recognition, which is cheap and easy to use, but far 

less accurate than facial recognition. Facial recognition has an average advantage in today's market, which has also established its 

position as the market leader. Facial recognition has an average advantage in today's market, which has also established its position 

as the market leader. Is accuracy of facial recognition the highest priority factor? Also, if the most basic accuracy is high, there are 

other factors that we will discuss. 

2. Research review 

2.1. Facial recognition 

Face recognition is a biometric identification technology based on information about a person's facial features [1]. Portrait 

recognition and face recognition, usually refers to the capture of an image or video stream containing a face by a video camera or 

camera, the automatic detection and tracking of faces in the image, and then face recognition of the detected faces [2]. 

In the 1960s, face recognition systems began to be researched, and after the 1980s, they continued to improve with the 

development of computer technology and optical imaging technology. In the late 1990s, it really entered the stage of primary 

applications, and was mainly implemented technically in the United States, Germany and Japan [3]. Whether it has a mature core 

algorithm and whether it can make the recognition results have practical recognition rate and recognition speed is the key to the 

success or failure of the face recognition system. The Face Recognition System, which integrates the expertise of artificial 

intelligence, machine recognition, machine learning, model theory, expert systems, video image processing, etc., and which also 

needs to combine the theory and implementation of intermediate value processing, is the latest application of biometrics. The 

implementation of its core technology demonstrates the transformation of weak artificial intelligence to strong artificial 

intelligence. 

2.2. Potential risks 

Racially biased is one of the most important risks in this area. Facial recognition has become an integral part of today's world, and 

its impact is huge. It makes people's lives so much easier, including getting around, paying money, entering and leaving their 

homes or companies [4]. But the boom in product sales also contains problems, more and more people are using this product, but 

the immaturity of the product is also gradually reflected. Due to the difference of race, some people with faces different from those 

of the native country are difficult to be identified. National Institute of Technology Standards, NIST, carried out research, which 

examined whether facial recognition software differed by race, gender and age [11]. 189 algorithms voluntarily submitted by 99 

academic institutions, companies and other developers were reviewed in this study. These included the majority of the 

industry-leading systems from major technology contractors and companies such as Idemia, Intel, Microsoft, Panasonic, 

Sensetime and Vigilant Solutions. Amazon did not submit to the test, and CNN Business has learned from NIST that Amazon 

believes its software is incompatible with the test [11]. Amazon's facial recognition software, Rekognition, was sold to the Oregon 

State police to track suspects [11]. 

2.3. Detection result 

In one-on-one matching, Asians and African-Americans are 10 to 100 times more likely to be the victim of make facial recognition 

errors than Caucasians (Different algorithms vary.) [5]. 

Native Americans experienced the largest rate of false positives of any ethnic group; For one-to-many matches, the false 

positive rate was higher in African American women [5]. 

Age and gender factors. Compared with men, women were more likely to be misidentified, and older people and children were 

tend to be misidentified as well.  Middle-aged whites had the highest accuracy [5]. 

Algorithms developed by different countries have different performance. Algorithms developed in Asia, Africa, and the United 

States have high margins of error. Smaller differences in error rates between whites and Asians in algorithms developed in Asia 

[5]. 

2.4. Accuracy of identification 

The accuracy of face recognition is especially restricted by the three factors of skin color, illumination and posture, resulting in the 

lack of stability of accurate recognition [9]. However, such stability will magnify the color bias of the system, leading to greater 

uncertainty in the accuracy of recognition. A test found that darker skin was responsible for a 39 per cent error rate, with darker 

skin becoming less accurate [6]. Secondly, under the influence of illumination, the accuracy of recognition will also decrease. 

Because the face gray features include "face contour features, face gray distribution features, organ features and template features", 

and as a three-dimensional object face is inevitably affected by light shadow, irradiation intensity and other external factors. When 

exposed to external illumination, it will change the relative distribution of face image gray, and then affect the contours of face 
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head, mouth, eyes and nose and other core areas, resulting in facial image changes. Such changes are even higher than those caused 

by individual differences [7]. Finally, attitude factors also affect the recognition accuracy. Face pose includes front and side (pitch, 

profile, rotation), and face is a "3D flexible skin surface with strong prosecutions". Different orientation pose shooting angles will 

produce different recognition accuracy for people of different ages, resulting in the reduction of the accuracy of recognition system 

performance [10]. 

2.5. Public acceptance 

The research found that China has the highest acceptance of face recognition technology, Germany the lowest, and the UK and the 

US somewhere in between [12]. The four countries differed markedly in terms of socio-demographic factors and perceptions of the 

usefulness, reliability and consequences of face recognition technology. While previous studies have noted that face recognition 

technology is a tool for surveillance and control, this study suggests that people in the four countries priorities convenience and 

security rather than the surveillance and control that face recognition technology brings. Previous research has preliminarily 

discussed the influence of sociodemographic factors on the facial recognition technology acceptance [12]. A survey of biometric 

security technology in the United States found that acceptance increases with income and education. A telephone survey in 

Germany showed that less educated respondents and women were more receptive to surveillance policies. Acceptance of facial 

recognition technology increases with age, according to the Pew Research Center, which also found race to be a significant 

influencing factor. There is also data showing that where you live affects attitudes, with city dwellers having a stronger preference 

for extra security measures [12]. 

2.6. Personal experience with technology 

Only the German public's acceptance was positively correlated with the frequency of exposure to different functions of the 

technology; Only in China and the United States, people who use face recognition technology more frequently have higher 

acceptance of face recognition technology; In Germany, the acceptance of face recognition technology in public places was low 

among people who were regularly exposed to face recognition technology applications, while there was no significant correlation 

in the other three countries[12]. 

2.7. Public perception of face recognition 

In terms of the perception of the benefits of technology, except Germany, Chinese, British and American people's cognition of the 

convenience of face recognition technology is positively and significantly correlated with its acceptance; In all four countries, 

perception of the efficiency and security that face recognition technology brings had a significant impact on its acceptance [12]. In 

terms of technology risk perception, there is a significant negative correlation between the perception of privacy invasion and 

increased discrimination and the acceptance of face recognition technology in all four countries. It should be noted that there is a 

negative correlation between Chinese people's perception and acceptance of surveillance, while in Germany there is a positive 

correlation [12]. In terms of usefulness, the British and American people who think the technology is useful in a variety of 

occasions are more accepting. In terms of reliability, the reliability perception of face recognition technology has a significant 

impact on its acceptance in all four countries [12]. 

2.8. Alternatives to facial recognition 

The former typically uses anthropometric data, such as fingerprint recognition, facial recognition, iris recognition, retina 

recognition and hand recognition. On the other hand, the latter typically uses measurements derived from human behavior, such as 

speech recognition, signature recognition, gait patterns, and keystroke dynamics. In recent years, with the swift development of 

touchscreen mobile phones, touch dynamics have increasingly been a hot topic in the field of biometric authentication [13]. 

2.8.1. Physiological biometric authentication 

Physiological biometrics on the basis of physical characteristics of a person that are considered comparatively unchangeable, like 

fingerprints, face, iris/retina, and hand/palm [13]. 

(1) Fingerprint recognition: This is probably the most widely known authentication technology for successfully identifying 

individuals and has actually been used in mobile phones. For example, the 2000 Sagem MC959 mobile phone has a fingerprint 

identification system on the back panel [15]. 

(2) Face recognition: Face (or face) recognition system is a kind of application that uses facial features to identify or verify 

people from digital images or video frames. It is a popular biometric identification technology. Due to its extensive 

interdisciplinary nature, it has received wide attention from academia and industry [15]. 
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(3) Iris recognition: The iris is an elastic, pigmentary, and connective tissue that governs the pupil, and it has a distinct form in 

the eye and between people. In the middle of the 1980s, the iris was regarded as a great biometric technology since no two irises are 

the same. Therefore, identifying a person by mathematical analysis of random patterns within the iris of an eye visible from a 

certain distance away is the main goal of iris recognition. 

(4) Retinal Recognition: This authentication technique is used. A distinctive pattern on a person's retina for recognition. The 

human retina is a thin tissue made of nerve cells. Located in the eyes and behind each person's eyes. The retina is unique [18]. 

(5) Hand and palm recognition: Generally speaking, a person's hands do not change significantly after a certain age, however, 

human hands are not uniquely suited. Under such circumstances, the precision of hand recognition can be enhanced by combining 

other individual characteristics. In contrast, palmar veins are unique to each person, even among identical twins. The palm usually 

has a broad and complex pattern of blood vessels and therefore contains a wealth of distinguishing features for personal 

identification. For some research articles on palmprint verification, see [19, 20]. 

One of the major concerns that authors have relating to FNS (File Nesting System) is the lack of privacy. One solution is to take 

a ‘snapshot’ of a video rather than the full video itself, which can then be encrypted and only accessed through legal channels. In 

particular, an approach which relies on machine learning from data is especially promising as a viable alternative. However, the 

authors were not able to run an image processing program in real time and concede that the energy consumption required is not 

small [14]. 

Additionally, alternatives to FRS (Facial Recognition System) exist from the not-too-distant past. The Samsung SPH-S2300 

makes use of iris recognition with an equal error rate of 0.05%, which is much smaller than the equivalent values for facial 

recognition software [13]. The authors also note that iris scanning achieves a success rate of 98.5% when glasses or contact lenses 

are worn whereas retina scanning requires the user to remove their glasses. 

3. Discussion/ Development 

Since the 1960s, there have been efforts to program computers to ‘see’ faces - to develop automated systems that can recognise 

faces and distinguish them - often referred to as face recognition technology. Computer scientists are pursuing FRTS (Fast Return 

to Sender) to devise smarter, more interactive machines, businesses and state government agencies see the technology as 

well-suited to "smart" surveillance systems - automating surveillance work to improve its efficiency and expand its reach. In 

tracking this technological quest, biometric future sees FRTS as typical examples of a failure of the technocratic approaches to 

governance, in which novel technologies are being courted as short-sighted resolutions to complicated society's issues. Sifting 

through news stories, press releases, policy statements, PR materials and other materials, Kelly Gates offers proof that the pursuit 

of FRTS is not about providing more security for more people, but rather is motivated by the priorities of businesses, law 

enforcement and national security agencies who all believe in the need for the technology [8], And unimpeded by its complex and 

potentially destructive social outcomes. By focusing on the politics of developing and deploying these technologies, "Our 

Biometric Future" does not argue that a particular technological future is inevitable, but that it is deeply contingent and debatable 

[21]. 

 

Figure 1. Existing User Authentication Methodologies [21] 

3.1. Potential risks of facial recognition 

3.1.1. Racially biased 

With economic globalization, the whole world is advancing with the times. Face recognition is a hot topic, and every country is 

scrambling for more advanced technology. It is also hoped that people in their own country can use this technology as soon as 

possible. However, the speedy advancement of science and technology has also exposed a lot of problems, the racial difference is 

a big problem. A team of researchers from Japan found that black people tended to be less accurate than white people when facing 

a camera for facial recognition in the dark. The accuracy difference between white and black authentication is up to 2.1 times under 

dark conditions. Facial recognition systems have been accused of racial bias in people other than white people. Although this may 
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not affect the popularity of the software in predominately light-skinned countries and parts of the world (e.g., Europe, Japan, and 

other parts of Asia), it likely limits its mass adoption in the African continent. This result will help to develop a fair and more 

accurate certification system. Racial differences have a great impact on the perception of people who use facial recognition 

technology. There are about 200 countries in the world today, and the skin color of people in each place is different, for example, 

white people in Europe, fair-skinned people in Asia, black people in Africa, etc. Currently, the immaturity of facial recognition 

makes it harder to identify dark faces, especially in the dark. This can lead to doubts about the utility of the technology and whether 

it is worth the high price. Again, there may be a political dimension to this, where some people may see the difficulty in 

recognizing the faces of dark people as a sign of discrimination, given the history of efforts to discriminate against those with 

darker skin. 

National Institute of Technology Standards, NIST examined whether the usefulness of facial recognition software differed by 

race, gender and age [11]. 189 algorithms voluntarily submitted by 99 academic institutions, companies and other developers were 

reviewed. These included a majority of the industry-leading systems from major technology companies and contractors including 

Idemia, Intel, Microsoft, Panasonic, Sensetime and Vigilant Solutions. Amazon did not submit to the test, and CNN Business has 

learned from NIST that Amazon believes its software is incompatible with the test. Amazon's facial recognition software, 

Rekognition, was sold to the Oregon State police to track suspects [11]. 

This are countered against by geography and security firms. Because technology in Asia focuses on Asian face-types. 

Computers also can be programmed as they see far more colors than the human eye. These strategies help to reduce issues based on 

race. 

3.2. Accuracy of the identification 

With the development of The Times, facial recognition is very common. Among them, the accuracy of recognition greatly affects 

the application of facial recognition products and their popularity among people. I think facial recognition today is mainly 

influenced by skin color, posture, and environmental lighting. The influence of skin color is weak, and the environment is the most 

influential factor. The environment can change anytime and anywhere, which will greatly affect the current immature facial 

recognition technology. For example, the dark environment or bumpy environment will affect the accuracy of recognition. This 

could also lead to lower consumer ratings of the technology. One test found that people with darker skin had a 39 percent 

inaccuracy rate, and those with darker skin had a lower rate [7]. Secondly, under the influence of illumination, the accuracy of 

recognition will also be reduced [7]. Because the gray features of face include "face contour features, face gray distribution 

features, organ features and template features", and face as a three-dimensional object, inevitably will be affected by light, 

irradiation intensity and other external factors. When exposed to external light, it will change the relative distribution of the gray 

scale of the face image, and then affect the contours of the face head, mouth, eyes and nose and other core areas, resulting in the 

change of the face image [7]. The variation is even greater than that caused by individual differences [6]. Finally, attitude factors 

also affect the recognition accuracy. The face poses both front and side (pitch, side, rotation), and the face is a "3D flexible skin 

surface with intense changes". Different azimuth and pose shooting angles will produce different recognition accuracy for people 

of different ages, resulting in lower accuracy of recognition system performance [6]. 

But the poor accuracy of facial recognition may have a big impact on people's lives. It can make things happen to people who 

do not know what they are supposed to do. Police arrested Steve Talley in 2014 after a series of bank robberies in the United States. 

He was severely beaten during his arrest and held under maximum security for nearly two months. His estranged ex-wife identified 

him as the robber from closed-circuit television footage, and an FBI facial examiner later corroborated her story. Turns out Talley 

wasn't a criminal. Unfortunately, the arrest took a toll on him, cost him his job and led to a period of homelessness. Talley is now a 

poster child for facial recognition gone wrong. 

Just as Australia is launching a national facial recognition scheme. This will allow police agencies to search large databases of 

images using facial recognition software. 

Importantly, the application of face recognition technology is not automatic, as is the case with autonomous boundary control 

systems.  Instead, the technology generates a "candidate list" as follows. In order for the system to function fully, humans must 

review these candidate lists to determine if the target identity exists. In a 2015 study, my colleagues and I found that when 

reviewing a list of candidates, the average person makes a mistake in every two decisions and chooses the wrong person 40 percent 

of the time. 60% success rate is still lower than what a computer could achieve. Perhaps society does not realize that computers are 

still more accurate. 

3.3. Public acceptance 

The public are the most important part of our society at the same time, the acceptance of the masses to a large extent determines the 

development prospects of a product or technology, once the technology makes a great response to the masses, the technology will 

absolutely become a phenomenon of technology frenzy, moreover, once the masses of its evaluation is not high or poor, no matter 

how expensive the technology is, it will lose its chance. As a major development trend in today's world, facial recognition can have 

today's prosperity, and the acceptance of the public accounts for a large part. Although with the rapid development of information 
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technology, information leakage has become a major problem of information technology, facial recognition is no exception. Public 

acceptance will also be affected. 

The survey data was analysed through a comparative statistical model in SPSS (Statistical Package for the Social Sciences), 

which substantiated the low level of awareness of face recognition technology among public transport users in the UAE compared 

to iris recognition and fingerprint authentication.[8]. The results show that Chinese citizens are more accepting of facial 

recognition technology than other countries, whether for public or private purposes. 

In both China and Germany, gender and income were correlated with technological acceptance of face recognition, but in 

opposite directions. In China, women's acceptance is higher than men's, and high income is positively correlated with high 

acceptance; In Germany, men are more accepting than women, and higher income is negatively correlated with higher acceptance. 

As for the US and UK, gender and income were not significant correlation factors for acceptance [10]. The effect of education on 

acceptance was only found in Germany. In Germany, this effect is the second most important factor after safety. Ethnic factors 

were not significantly associated with acceptance in any of the four countries. 

Previous experience has had mixed effects on public acceptance across the four countries, but overall, these effects are 

generally small, if any. Outcome perception plays an important role in the acceptance of technology. Perceived convenience, 

efficiency and security all have a positive effect on receptivity (but in Germany, convenience has nothing to do with receptivity), 

while privacy invasion and discrimination are negatively correlated with receptivity. The relationship between perceived 

monitoring and receptivity is negative in China. Positive in Germany; In Britain and America it is not. [10]. 

Perceived usefulness can enhance public acceptance in both Britain and America. For Germans, only the usefulness of the 

scene of airport customs and security increased its acceptability; On the other hand, Chinese people are more conservative, and 

their usefulness in the three scenarios of public street, financial identity verification and private house will reduce their acceptance, 

while usefulness in the other scenarios has no significant correlation with their acceptance. Perceived reliability is positively 

correlated with the acceptance of face recognition technology in all four countries. [10]. 

So, in this paper ’s views, there are many aspects of acceptance that can influence the popularity of facial recognition. Gender, 

income, education level, previous experience or ethnic factors are only a small part of the factors. The only way to get people to 

accept this technology is to make them feel fast, convenient and safe. 

3.4. Alternatives to facial recognition 

With the rapid development of facial recognition technology, many well-known technology companies have realized the benefits 

of this technology and produced a number of derivative products, such as iris recognition, fingerprint recognition and so on. These 

technologies all show their special advantages and ways. Under the influence of these technologies, the face recognition market is 

facing unprecedented challenges. 

3.4.1. Physiological biometric authentication 

1) Fingerprint recognition: This is probably the most widely known authentication technique for successfully identifying 

individuals and has actually been used in mobile phones. For example, the 2000 Sagem MC959 mobile phone has a fingerprint 

recognition system on the back panel [11]. However, obtaining high quality fingerprint ridges and fingerprint details is a complex 

task as fingerprints can be affected by cuts, dirt and even wear and tear. 

2) Face recognition: A face (or facial) recognition system would identify or verify a person from a digital image or video frame 

by using facial features and is a popular biometric technology. It has received a lot of attention from both academia and industry 

due to its wide range of interdisciplinary interests [12]. However, face (or facial) recognition systems have difficulty functioning 

under certain conditions (e.g., angle, pose); it may also fail to work properly in low light, when wearing sunglasses, long hair or 

other objects that obscure the face, and with low-resolution images. 

3) Iris recognition: Iris is an elastic, pigmented and connective tissue that controls the pupil and it has a distinct pattern for each 

eye and each individual. In the middle of the 1980s, the iris was considered to be a good biometric identification technology 

because no two irises are the same. Therefore, identifying a person from a certain distance by mathematically analysing random 

patterns within the iris of the eye is the main goal of iris recognition [9]. The iris has been used as a means of personal identification 

since some of the early work, like [12, 13]. For example, the mathematical algorithms required to digitally encode the iris image 

were provided by Daugman to enable the comparison with real-time images. However, the main drawbacks of these biometrics are 

that they are expensive and time-consuming (i.e., the user must remain motionless while being scanned). The high cost is a limiting 

factor, although these biometrics are feasible on touch phones. 

4) Retina recognition: This is an identity verification technology that uses the unique pattern on the human retina for 

identification. The human retina is a thin layer of tissue made up of nerve cells located at the back of the eye and is unique to each 

individual [14]. For the above reasons, this chart mainly talks about the performance of iris recognition, facial recognition and 

fingerprint recognition in recent years. 

5) Hand and Palm recognition: Generally, human hands do not change noticeably after a certain age, but human hands are not 

uniquely suited. In these circumstances, combining other individual characteristics can improve the accuracy of hand recognition. 
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By comparison, palm veins are distinctive to each individual, even identical twins. The palm of the hand usually has an extensive 

and complex pattern of blood vessels and therefore contains a large number of features used to identify an individual. Several 

investigative articles about palm print verification can be found at [15, 16]. But its main disadvantage is that its performance is 

unstable and its accuracy is easily affected by human body and ambient temperature. 

 

Figure 2. Results of Physiological Biometric Authentication on Mobile Phones Which Claimed by Related Works [21] 

3.4.2. Behavioral biometric authentication 

1) Voice recognition: This is biometric technology that attempts to recognise the person speaking by their voice characteristics. 

The point is that everyone's voice characteristics are different, so the same words may have different meanings if spoken in a 

different tone or in a different context [17]. But there's also a big problem with voice recognition. If people have an injury to their 

vocal cords, or have a different voice for some other reason, it can lead to a high rate of mismatches. 

2) Signature recognition: It measures and analyses the physical activity of signing, with behavioural recognition at its core. 

Traditionally, there are two approaches to signature recognition: static (i.e., signing on paper) and dynamic (i.e., signing on a 

digitising tablet). In mobile telephony, signature recognition is assumed to be dynamic and the user should write the signature in 

real time on a digitised tablet [13]. But the error rate for signature recognition has been high, because people can't keep their 

handwriting the same from moment to moment as they do at any given moment. Although the technology is still used on touch 

phones, it is not widely used. 

3) Gait recognition: This is an emerging biometric technology that identifies people purely by analysing the way they walk. 

Currently, this biometric technology is still under development, but since most mobile phones (e.g., iPhone) now provide 

accelerometers in three main axes (X, Y, Z), it is feasible to deploy this technology on mobile phones [18]. Gait recognition has 

many influences on its accuracy, such as terrain, injuries, footwear, fatigue, personal quirks, etc. 

4) Behavior Profiling: It aims to identify users based on how they interact with the mobile device service. During the 

authentication process, the current user's activities (e.g., dialing a phone number) are compared with an existing profile (created 

based on historical usage), which will, by means of a machine-learning method [19]. However, the main drawback of this 

technology is that the two phones do not behave in the same way when users interact with other phones in an unusual way. 

5) Keystroke Dynamics: It will authenticate the user on a mobile device using the way and rhythm of the individual when 

typing characters on a keyboard or keypad, a method that has been known and studied for a long time. For example, Clarke et al. 

[20]. A feasibility study was first conducted in 2003 to use keystroke dynamics to verify the identity of mobile phone users based 

on their input method. They showed that 9.8% FRR and 11% FAR could be achieved using a neural network classifier. 

Subsequently, Buchoux and Clarke [20] carried out research and found that keystroke analysis is technically possible on mobile 

phones and that users are willing to adopt this method. But a major drawback is that recognition systems based on keystroke 

dynamics are difficult to accomplish consistently if the user performs an abnormal action. 

6) Touch Dynamics: As mobile platforms have rapidly evolved, touchscreens have become a major input method in recent 

years. They are electronic visual displays that users can control through simple or multi-touch gestures by touching the screen. 

Global shipments of touchscreens are expected to reach 1.75 billion in 2013, with mobile phone shipments accounting for 73% of 

the total at about 1.28 billion, up 14.2% year-on-year.[21]. Thus, touch dynamics refers to the collection of detailed information 

about a single touch, such as touch duration and touch direction. It is very popular in the mobile market and an emerging topic in 

the literature. The downside of this technique is similar to keystroke dynamics in that it doesn't always complete the task once 

something is wrong. This chart mainly talks about the advantages and disadvantages of the mainstream recognition methods in the 

market today. 
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Figure 3. Results of Behavioral Biometric Authentication on Mobile Phones Which Claimed by Related Works [21] 

 

Figure 4. Empirical Evaluation of Different Biometric Based on The Seven Characteristics in Common Scenarios [21] 

4. Conclusion 

In conclusion, facial recognition is a highly competitive technology in today's society.  The fast growth of computer, optical 

imaging and other related technologies, the application of face recognition in various fields continues to expand, and the market 

size of the face recognition industry continues to grow. At the same time, this is also used for various technology-concentric 

products, such as automated robots.  Once there is a problem with the core technology, the widespread publicity will be empty talk. 

At the same time, the face information is mostly unmodified and unique biometric information, easy to manufacture synthesis, 

crack the verification process of face recognition, violation of privacy, reputation and property, resulting in more than a few cases, 

security issues are increasingly causing public concern, such as China, face recognition related legislation and regulatory measures 

have been introduced. In July 2021, the Supreme People's Court issued the Provisions on Several Issues Concerning the 

Application of Law in Civil Cases Involving the Processing of Personal Information by Facial Recognition Technology; The 

Personal Information Protection Law of the People's Republic of China was officially implemented in November 2021. 

Meanwhile, the strong competitiveness of facial recognition has led others to use other technologies. Gradually losing money, 

which leads to information recognition in this area of the industry competitive pressure is very large. As the most basic requirement 

of high-tech information recognition, precision is very important. All additional derivatives, such as packaging, price, etc. Only 

when the algorithm based on this technical background is unique and convenient enough will there be other problems for everyone 

to discuss. 
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This paper thinks accuracy is one of the biggest factors affecting the popularity of face recognition, and this result will not be 

broken in the next few decades, after all, accuracy determines the reliability of the most basic algorithms of this technology until 

new technologies surpass it. In the future, facial recognition technology will become more and more mature, which also means that 

the technology will be saturated. 

With the increasing growth and optimization of facial recognition technology, the recognition speed and accuracy of facial 

recognition have been very high. However, there are still some shortcomings in intelligence and self-learning. In the future, face 

recognition technology will be upgraded to enhance its intelligence level. The use of deep learning, neural network and other 

technologies, so that face recognition technology with independent analysis, independent expansion and other functions. 
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