
An evaluation of the impact of ChatGPT on network security 

Qizhong Zheng 

Zhuhai College, Beijing Institute of Technology, Guangdong Province, 519088, China 

stu2101901@cgt.bitzh.edu.cn 

Abstract. ChatGPT, a very advanced natural language generation model, represents a 

momentous paradigm shift inside the realm of the internet. ChatGPT, which was made available 

to the public by OpenAI on November 30, 2022, is an enhanced version of OpenAI’s GPT-3.5 

model. It has been further developed through the implementation of fine-tuning methods that 

combine both supervised and reinforcement learning approaches. Furthermore, it provides a 

client interface that is easy to use, allowing users to actively participate in interactive question-

and-answer exchanges with the model. Nevertheless, the utilization of these chatbots likewise 
presents noteworthy cybersecurity concerns that necessitate attention. The primary objective of 

this research study is to examine the cyber dangers that are inherent in the utilization of ChatGPT 

and other comparable AI-driven chatbots. This investigation will encompass an analysis of 

potential vulnerabilities that may be susceptible to exploitation by individuals with malevolent 

intent. Additionally, the paper proposes strategies for mitigating the aforementioned cyber risks 

and vulnerabilities. 
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1.  Introduction 

In the contemporary age characterized by a rapid proliferation of information, ChatGPT has emerged as 
an increasingly integral component of individuals’ everyday routines. According to statistical data, the 

user base in December 2022 was recorded at 1 million individuals. Subsequently, there has been a 
notable surge in user engagement, with the number of users seeing a substantial growth of 100-fold, 
resulting in a total of 100 million users [1]. In the present study, the researchers aimed to investigate the 
effects of a particular intervention on a The aforementioned model is a natural language processing 
system that utilizes deep learning techniques to provide responses of exceptional quality in natural 
language. Nevertheless, it is imperative to acknowledge the possible cybersecurity risks that may arise 
as a result of its formidable generating capacity. It is imperative to acknowledge that the capabilities 

exhibited by ChatGPT are undeniably remarkable. The computer possesses the ability to participate in 
conversations with humans in a manner that closely resembles human-like interaction, hence rendering 
it difficult to discern its non-human nature. The aforementioned advancements contribute to the 
increased efficiency and cognitive capabilities of various applications, including but not limited to 
phishing, artificial intelligence (AI) assistants, and customer support. Nevertheless, the widespread 
adoption of ChatGPT poses considerable issues in the domain of network security. In the present 
discourse, the author shall provide elucidation on three pivotal inquiries. What potential threats and 

concerns does GPT present in the context of cybersecurity? What strategies can be employed to optimize 
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the deployment and efficacy of GPT models within the realm of cybersecurity? According to a study, it 
was shown that a majority of IT decision makers, specifically 51%, hold the belief that there would be 
a cyberattack attributed to ChatGPT within the upcoming year [2]. Nevertheless, although the existence 
of inherent hazards, it is not advisable to entirely dismiss ChatGPT. This study aims to examine the 

cyber dangers linked to the use of ChatGPT and comparable AI-based chatbots, encompassing potential 
vulnerabilities that may be targeted by criminal entities. Furthermore, this research article presents 
prospective strategies, including the improvement of user education and awareness, as well as the 
reinforcement of safety optimizations for ChatGPT. By engaging in such initiatives, we may enhance 
the protection of user privacy and security, while simultaneously enjoying the convenience and 
advanced features provided by ChatGPT. The release date of ChatGPT-4, the most recent iteration of 
the ChatGPT model, was March 13th, 2023. The pricing for this version varies depending on individual 
requirements and usage [3-4]. 

2.  Introduction of the Operating Principle and Training Method of ChatGPT and its risks to 

cybersecurity 

2.1.  The Operating Principle and Training Method of ChatGPT 

The operational framework of ChatGPT is built upon the Transformer architecture, which is a widely 
used paradigm in the field of natural language processing. This design enables ChatGPT to exhibit 
remarkable capabilities in comprehending and generating human language, owing to its comprehensive 
pre-training and subsequent fine-tuning processes. The operation of the system can be categorized into 
two distinct phases: pre-training and fine-tuning. During the initial training stage, ChatGPT is initialized 
and learns from a vast corpus of publicly accessible internet data. This corpus includes text from diverse 

sources such as web pages, books, and forums, which contributes a substantial amount of linguistic 
expertise. During the fine-tuning phase, ChatGPT utilizes task-specific datasets to enhance and improve 
its performance. The datasets may encompass data derived from various tasks such as question 
answering, dialogue generation, and summary generation. Through the process of fine-tuning on these 
specific duties, ChatGPT is enhanced to be more suitable for the various application scenarios. 

2.2.  Risks of GPT posing to cybersecurity 

What potential threats and concerns does GPT present in the context of cybersecurity? First and foremost, 
it is imperative to gain a comprehensive understanding of the many forms of assaults and abuses that 
GPT models may encounter. The potential risks encompass a spectrum of threats, including adversarial 
assaults designed to alter the model’s output, as well as the potential for exploitation of the technology 
to generate content that is damaging or false. The following aspects can be identified: 

Firstly, it is important to consider the issue of malicious attacks in relation to the generating capability 
of ChatGPT. This capability allows ChatGPT to generate text responses that are highly realistic in nature. 

However, this very feature can be exploited by individuals with malicious intent. For example, 
individuals can exploit this functionality to entice users into interacting with harmful hyperlinks or 
revealing confidential data through the dissemination of false messages or bait links that are 
camouflaged as authentic services. These types of assaults have the potential to deceive users and expose 
them to potential harm. In general, malware authors employ this method as a means of concealing their 
presence within a system, thereby facilitating the theft of sensitive information or the execution of other 
destructive actions [5]. 

Furthermore, the capacity of ChatGPT to produce dialogues enables it to imitate human talks, hence 
presenting a possible risk inside social environments. This includes the generation of phishing files or 
the incorporation of hazardous links. For instance, it can be employed for purposes like as illicit 
acquisition of confidential data, leveraging system weaknesses, unlawful entry into computer networks, 
rendering equipment inoperable, or presenting unsolicited promotional content. 

Thirdly, the issue of online fraud arises when ChatGPT is utilized to produce fabricated reviews, 
ratings, or content suggestions, consequently leading customers astray and causing them to make 
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erroneous choices. Perpetrators have the ability to exploit artificially generated fraudulent evaluations 
in order to bolster the reputation of their own products or tarnish the image of their competitors. Online 
fraudulent activities have the potential to deceive users and endanger their privacy. 

2.3.  Countermeasures to common risks 

In order to mitigate these potential hazards, the author posits that the following defensive measures 
should be implemented: 

In the first stage of ChatGPT’s pre-training process, it is advisable to implement data filtering 
techniques to mitigate the presence of dangerous content. This practice serves to minimize the potential 
for generating fraudulent responses, hence reducing associated risks. Enhancing the diversity and 

improving the quality of training data can effectively address the potential issue of generating misleading 
outputs from the model. 

Secondly, the implementation of enhanced security detection measures is of paramount importance. 
The primary area of emphasis for research and development should be directed on the implementation 
of countermeasures that can effectively enhance the resilience and durability of GPT models. Methods 
such as adversarial training, which involves training models to withstand manipulation, and defensive 
sampling, which involves training models to provide more secure outputs, have the potential to enhance 

the model’s ability to withstand attacks. It is imperative to engage in research and development 
endeavors focused on counter-attack tactics in order to augment the resilience of GPT models. 
Techniques such as adversarial training, which involves training the model to withstand manipulation, 
and defensive sampling, which involves training the model to produce safer outputs, have the potential 
to enhance the model’s resilience against attacks. Additionally, it is imperative to enhance the 
assessment and surveillance protocols of GPT models in order to expeditiously identify and address 
potential security flaws and instances of misuse. This may entail the creation of automated systems that 
continuously monitor the output of the model in real-time and notify human supervisors upon the 

identification of potential faults.  
Thirdly, it is vital for developers and companies to incorporate stringent privacy protection protocols 

in order to guarantee the sufficient safeguarding of user discussion data throughout its storage and 
processing stages. This encompasses the utilization of robust encryption methods, anonymization of 
data, and implementation of stringent data access controls. By placing a high value on privacy, the 
preservation of user confidence may be upheld and the potential for data misuse or illegal access can be 
reduced. 

2.4.  Data Collection and Privacy Protection Measures  
To effectively train GPT, it is necessary to utilize extensive datasets, such as human dialogues and 
interconnected online information. In the process of data gathering, research teams commonly utilize 
several techniques for data filtering and anonymization in order to safeguard the privacy of users. In 
order to safeguard the confidentiality of human identities, academics frequently advocate for the 

elimination of sensitive material that has the potential to directly or indirectly reveal individual identities. 
Furthermore, the most recent iteration of OpenAI places significant importance on upholding user 

conversation privacy and confidentiality. In order to effectively manage data representation, several 
measures such as tokenization and access limitations are applied. It is imperative for developers and 
teams to adhere to the values of openness and transparency, ensuring that they effectively convey the 
measures taken to safeguard user data. 

Thirdly, it is recommended that OpenAI or other relevant entities engage in periodic security audits 

to evaluate the efficacy of their data management practices and the adequacy of their privacy protection 
mechanisms. Furthermore, it is imperative for pertinent organizations and regulatory entities to enhance 
the oversight and assessment of model governance and audits in order to sufficiently safeguard data 
privacy and user security. 
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3.  Discussion  

 

Figure 1. Generating XSS payloads using ChatGPT (Left and right). 

The ChatGPT platform’s technical capabilities are currently constrained. When evaluating the 
capabilities of ChatGPT, it is evident that the activities it can undertake are rather uncomplicated, 
regardless of the accuracy of developing attack scripts or conducting tasks. In the examples provided in 
Figure 1, it is observed that individuals with a specific amount of basic knowledge in hacking can attain 
comparable outcomes by utilizing online resources or pre-existing scripts when employing GPT for job 

execution. Therefore, the capabilities of GPT are insufficient to beat those of proficient human hackers 
possessing specialized expertise and experience. The primary purpose of ChatGPT in the context of 
weaponizing assaults is to augment the effectiveness of hackers. Nevertheless, the impact on efficiency 
is not substantial for individuals who possess professional expertise and toolkits, with the exception of 
scenarios involving the large-scale production of phishing emails. However, ChatGPT can provide 
significant enhancements for individuals sometimes referred to as “script kiddies” or inexperienced 
hackers. Presently, the utilization of ChatGPT for weaponization does not inherently result in heightened 

complexity or sophistication of network attacks. Instead, its primary effect is in reducing the barriers to 
entry for initiating such attacks. Nevertheless, amateur hackers’ limited skill in hacking may result in 
relatively easy defense and traceability of their operations if they heavily depend on ChatGPT for 
executing these malicious activities. In scenarios when the entities being attacked have implemented 
sufficient security measures, the likelihood of these assaults causing substantial consequences is 
generally low. 

 

Figure 2. ChatGPT politely declines the generation of phishing files. 

ChatGPT has the capability to provide accurate and authentic textual content for emails that are 
designed to facilitate malicious activities, such as phishing. The perpetrator employed a deceptive form 
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of communication in order to entice the target, afterwards exploiting their trust by assuming the identity 
of another individual and therefore gaining access to confidential information. Instances of misuse of 
language models, such as phishing and dissemination of false information, have experienced an increase 
[6-10]. Generating large quantities of text rapidly can potentially attract and facilitate the occurrence of 

harmful assaults. According to the authors [11], it has been observed that natural language models 
possess the capability to generate phishing emails that can potentially facilitate the disclosure of personal 
information, hence providing attackers with an advantageous position. 

One of the primary concerns pertains to the potential utilization of ChatGPT for the composition of 
malicious software programs. According to recent scholarly investigations [12-15], empirical evidence 
has demonstrated that ChatGPT possesses the capability to generate code that may be exploited by 
malicious actors, specifically hackers, in the development of various attack methodologies or tools, such 
as Malware as a Service (MaaS) [16]. OpenAI has continuously demonstrated its commitment to 

mitigating the potential risks associated with the generation of harmful code by its products. When 
individuals make specific requests, they are promptly notified if there exists a possibility of encountering 
hazardous or unlawful circumstances. 

 

Figure 3. Still refuses to write brute force programs. 

In view of the ongoing improvement of OpenAI’s content safety policy, it has been noticed that, 
commencing from January 2023, the likelihood of employing ChatGPT as a tool to facilitate network 
assaults in a direct manner is considerably diminished. There have been instances where hackers have 
created tools to circumvent content safety policies and utilized Prompt Injection attacks to manipulate 
ChatGPT into carrying out commands that it would initially reject. However, the implementation of 

more rigorous content safety measures undoubtedly elevates the level of difficulty in weaponizing 
ChatGPT, thus reducing its potential impact on cybersecurity. As OpenAI’s efforts to enhance its content 
safety regulations persist, the threshold for employing ChatGPT as a supplementary offensive tool will 
be raised even higher. 
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Figure 4. Program code generated using Java. 

The assailant possesses the capability to execute fundamental networking instructions, such as 
establishing a reverse shell connection to the originating device, circumventing firewall protections, 
gaining illegal entry into the target system, and employing several other attack techniques [17-19]. 

ChatGPT exhibits promising capabilities within the domain of cybersecurity defense. Through the 
utilization of its language comprehension and generating capabilities, ChatGPT possesses the potential 
to contribute to various endeavors, including the identification of spam, detection of malware, and 
mitigation of cyber attacks. Consequently, it has the capacity to enhance the overall state of online 

security. Nevertheless, it is crucial to acknowledge that ChatGPT in isolation does not serve as a 
universally applicable remedy for all cybersecurity concerns. The integration of its application with 
other security technologies and approaches should be undertaken, taking into account the ethical and 
privacy considerations associated with artificial intelligence. The construction of a more resilient and 
secure cybersecurity defense system necessitates the utilization of a wide range of tactics and technology. 

4.  Conclusion 

The advancement and utilization of ChatGPT in the domain of network security require a comprehensive 
strategy and collaborative endeavors. In order to optimize the benefits of ChatGPT while mitigating 
potential hazards, it is advisable to enhance security measures and regulatory frameworks, so 
guaranteeing that its utilization aligns with established compliance and ethical guidelines. Furthermore, 
the education of users is of utmost importance as it enables them to possess adequate knowledge and 
understanding regarding the avoidance of potential cybersecurity threats and breaches of privacy. 
Finally, it is crucial to emphasize the significance of additional research and innovation in order to 

augment the security capabilities of ChatGPT and make progress in developing solutions that effectively 
tackle network security concerns. The realization of ChatGPT’s positive influence in the realm of 
network security and the optimization of its capabilities necessitate the implementation of thorough 
endeavors and effective strategies. 

Proceedings of the 2023 International Conference on Machine Learning and Automation
DOI: 10.54254/2755-2721/39/20230573

29



References 

[1] ChatGPT Statistics. 2023. https://meetanshi.com/blog/chatgpt-statistics-accessed on 12.03.2023. 
[2] Chatgptmay already be used in nation state cyberattacks say it decision makers in blackberr

yglobal research. 2023. https://www.blackberry.com/us/en/company/newsroom/press-releas

es/2023/ - accessed on 12.03.2023. 
[3] GPT-4 is OpenAI’s most advanced system, producing safer and more useful responses. 2023. 

https://openai.com/product/gpt-4 
[4] Pricing of OpenAI. 2023. https://openai.com/pricing  
[5] A. Klein and I. Kotler, “Windows process injection in 2019,” Black Hat USA, vol. 2019. 
[6] S. Baki, R. Verma, A. Mukherjee, and O. Gnawali, “Scaling and effectiveness of email 

masquerade attacks: Exploiting natural language generation,” 2017, pp. 469–482. 
[7] A. Giaretta and N. Dragoni, “Community targeted phishing: A middle ground between massive 

and spear phishing through natural language generation.” Springer, 2020, pp. 86–93. 
[8] K. Shu, S. Wang, D. Lee, and H. Liu, “Mining disinformation and fake news: Concepts, methods, 

and recent advancements,” Disinformation, misinformation, and fake news in social media: 
Emerging research challenges and opportunities, pp. 1–19, 2020. 

[9] . Stiff and F. Johansson, “Detecting computer-generated disinformation,” International Journal of 
Data Science and Analytics, vol. 13, pp. 363–383, 2022. 

[10] R. Zellers, A. Holtzman, H. Rashkin, Y. Bisk, A. Farhadi, F. Roesner, and Y. Choi, “Defending 

against neural fake news,” Advances in neural information processing systems, vol. 32, 2019. 
[11] R. Karanjai, “Targeted phishing campaigns using large scale language models,” arXiv preprint 

arXiv:2301.00665, 2022. 
[12] Chatting our way intocreating a polymorphic malware. 2023. 

https://www.cyberark.com/resources/threat-research-blog/ 
[13] Opwnai AI that can save the day or hack it away. 2023. https://research.checkpoint.com/2022/ 
[14] Chatgpt-malware-production. 2023. https://blog.morphisec.com/ 

[15] Cybercriminals can use chatgpt to their advantage. 2023. https://terranovasecurity.com/ 
[16] Malware as a service maas. 2023. https://www.geeksforgeeks.org/ 
[17] R. Tarek, S. Chaimae, and C. Habiba, “Runtime api signature for fileless malware detection.” 

Springer, 2020, pp. 645–654. 
[18] F. Barr-Smith, X. Ugarte-Pedrero, M. Graziano, R. Spolaor, and I. Martinovic, “Survivalism: 

Systematic analysis of windows malware living-off-the-land.” IEEE, 2021, pp. 1557–1574. 
[19] R. Stamp, “Living-off-the-land abuse detection using natural language processing and supervised 

learning,” arXiv preprint arXiv:2208.12836, 2022. 

 
 

Proceedings of the 2023 International Conference on Machine Learning and Automation
DOI: 10.54254/2755-2721/39/20230573

30


