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Abstract. In recent years, users’ requirements for the richness of car functions have gradually
increased. The application of a large number of electronic components in the automobile makes
the degree of complexity of the automobile higher, so the user has a higher demand for the
stability of the automobile system. Especially once a key functional component fails, driving
safety will be seriously affected. Because in the design process, we find and analyze the
possible causes of failure, so as to avoid the impact of failure in the design as much as possible.
We use FMEA (Failure Mode and Effect Analysis) Analysis method and FTA (Fault Tree
Analysis) analysis method to analyze the car headlight fault. These two analysis methods can
efficiently and accurately analyze faults and determine the most basic events leading to failure.
Based on the above analysis results, the proposed solution to improve the system can be given,
so that the system can meet the functional safety requirements.
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1. Introduction

The electronic control system in the automobile is composed of various electronic components, such
as sensors and automobile connectors. Due to the high degree of integration and complexity of these
electronic components, their failure occurs from time to time, which leads to some functions of the car
can not operate normally, such as the car headlights can not be turned on. These functional failures are
likely to put the safety of passengers at risk. Therefore, in order to ensure the normal operation of each
function of the car, it is very important to analyze the fault efficiently and accurately and determine the
reasons for the failure of the parts.

When a car breaks down, how to quickly analyze the fault, locate the fault and confirm the cause of
the fault is very important. Failure of any part of the system can cause problems in the operation of the
whole system. General failures can lead to performance degradation or failure to start the vehicle,
while severe failures can lead to major safety accidents. This requires us in the process of vehicle
operation, timely monitor and correct judgment of the running state, as soon as possible to find fault
and take corresponding measures to ensure its high performance and high reliability, and improve the
efficiency of operation. [1]

One of the most important problems is how to accurately locate and resolve faults. If the fault is not
discovered in time, or the fault is incorrectly judged, the consequences will be more serious. Therefore,
we can use FMEA and FTA methods to analyze the fault in the process of car operation. These two
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analysis methods can analyze the fault more effectively and accurately, determine the most basic
events leading to the fault, and find the correct solution.

Functional safety also plays an important role in automobiles. Due to the influence of market
demand, consumers have higher requirements for the functionality of vehicles, which also leads to a
further increase in the complexity of vehicles. Therefore, the functional safety of the vehicle system
should also meet the standards and reach a certain level of functional safety requirements, so that the
safety and stability of the vehicle can be improved. Based on the above analysis methods, we can
locate and analyze faults efficiently and accurately.

In the second part, we will introduce the FMEA analysis method and FTA analysis method, and the
use of two methods to analyze the specific steps and requirements of the problem. In the third part, we
will cite a specific case of car function failure, analyze it with the above method, and give the failure
reason, possible consequences, and solutions to this problem. In the conclusion part, we will
summarize the results of the paper and briefly describe the problems to be solved and the solutions.
Finally, we will summarize the positive impact of the research results on solving practical problems.

1.1. Related work
FMEA and FTA are widely used in the field of fault analysis.

In [1], the author used FMEA analysis method to analyze the possible failure modes of the Vehicle
VCU (Vehicle control unit) system and the impact of component failure. Then based on the ISO26262
functional safety standard, for the system's functional safety problems are further analyzed.

In [2], the author introduced FMEA analysis method and FTA analysis method and used the two
methods to solve the fault location and fault analysis of the transmission failure of tracked vehicles,
and put forward the method of self-detection fault.

In [3], the author used FMEA analysis method and FTA analysis method to analyze battery safety
problems and described detailed methods and steps to determine the most basic causes of failures in
the paper.

In [4], the author made a work analysis of the main architecture of VCU based on the requirements
of functional safety by using FTA analysis method, and then designed and determined the main
architecture of VCU based on the results of functional safety analysis.

In [5], the author used FMEA and FTA methods to analyze the reliability of the vehicle SBW
system (Steering-By-Wire System) and calculated the failure rate and importance of the system.

2. FMEA analysis and FTA analysis

2.1. FMEA analysis
By analyzing the failure mode of each component, and then analyzing the impact of each component
on the whole system, FMEA analysis can analyze the reliability of the system or determine the cause
of failure [2]. It can be used to analyze parts or entire systems and minimize the impact of failures.
FMEA is a bottom-up fault analysis method. It can analyze the consequences and damage degree of
parts failure and system failure. The failure modes and effects of all parts can be fully considered. At
the same time, we can find the parts and failure modes that have a significant impact on the system
and analyze their impact degree. FMEA analysis process steps are as follows:

1. List the components.

2. For each component, list all failure modes.

3. For each component/failure mode, list the impact on the next higher level.

4. For each component/failure mode, list the severity of the impact (i.e., the higher failure mode).

2.2. FTA analysis

FTA analysis method is a graphic deductive method [3]. By analyzing the possibility of various factors
that cause system faults, it can draw a fault tree to explain the causes of fault events and the logical
relationship between these causes and events [4]. And there will be two relationships with “and”
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and “or” . The purpose is to identify basic faults and determine the cause, impact, and probability of
failure. FTA is a top-down fault analysis method [5]. From the perspective of system failure
occurrence, the failure of subsystems, parts, and components is analyzed in the reverse process.

3. Vehicle failure analysis and failure solution

3.1. Problem posing

This paper will use a common fault in the process of car use as an example for fault analysis, to
demonstrate in detail the application of FTA and FMEA in car fault analysis. The event we analyzed
was a car headlight failure. Before using FTA analysis, we should first determine the top-level event.
For the problem of car headlight failure, the top-level event can be determined as the failure of car
headlights to turn on normally, and then FTA analysis can be used to analyze from top to bottom until
the most basic event leading to the failure is analyzed [6].

3.2. Work flow
First, determine the top-level event: the car headlights fail to turn on normally.

The car headlights fail to turn
on normally

The electronic control system fails Auto parts fail

Automotive
connectors fail

Auto sensors fail Circuit breaks Auto light bulbs fails

Figure 1. FTA fault analysis diagram.

Figl shows that the top event we have determined is that the car headlights cannot be turned on
normally, so it is written on the top layer of FTA. Through analysis, we can know that when the two
reasons for “The electronic control system fails” and “Auto parts fail” occur separately, there will be a
fault that the headlights of the car cannot be opened normally. Therefore, the logic door of the first
layer is “or”. Then we analyze the “The electronic control system fails”. Its bottom layer is the most
basic cause events, they are: (1) “Auto sensor fails”, (2) “Automotive connector fails”, and (3) “Circuit
breaks”. The presence of one or more of them together will affect the upper-level event, which is to
disable the electronic control system, so the logic gate of the second layer is also “or”.

Now the improved FTA fault analysis diagram, including the logic gates section, is shown below in
Fig2.
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The car headlights fail
to turn on normally

The
electronic
control
system fails

Auto
sensors fail

Fault location: Through FTA analysis, the most basic event leading to the failure of the headlights can
be obtained, but the specific causes of the failure cannot be determined. Therefore, we can use FMEA
analysis method and the bottom-up analysis of the system to determine the most basic cause of failure
[7]. The failure of the electronic control system caused by the fault is more common, and the problem
is difficult to determine. Below we will do FMEA analysis for the failure of the electronic control

Automotive
connectors
fail

system. The result is shown in Fig3.

Table 1. FMEA analysis.

Circuit
breaks

Auto parts
fail

[

Auto light
bulbs fails

Figure 2. Improved FTA fault analysis diagram.

Serial Items Failure models Failure reasons Impact on upper Failure
numbers layers consequences
1 .
Unab e to accept Headlights
Sensors are environmental
Auto Auto sensors . cannot turn on
1 , damaged or the signals and
sensors don’t work. . and off
system is faulty. control the automaticall
headlight switch Y
Auto and
Connectors are ~ Unable to pass the manual
Auto Auto connectors . .
2 , . damaged or signal to the functions of car
connectors can’t transmit. .
unstable. system headlights are
not available.
Auto and
e manual
o Th fail L 1 .
3 Circuit ¢ 01rcu1F arls Circuit damage Una.b eto functions of car
to energize. transmit current .
headlights are

not available.

87



Proceedings of the 3rd International Conference on Signal Processing and Machine Learning
DOI: 10.54254/2755-2721/6/20230758

FMEA analysis begins with identifying failure modes of actual events. For example, in the event “the
car headlights fail to turn on normally”, the items to be analyzed are sensors failure, car connectors
failure, and circuit break.

For sensors failure, the failure mode is when the sensor cannot work normally. The failure reason is
that sensors are damaged and cannot normally receive signals from the external environment, which
leads to the failure to determine whether the headlight needs to be turned on. The car’s automatic
headlights are not working. At this point, the driver needs to determine whether the current driving
environment needs to turn on the headlights. The function of manually turning on the headlights is not
affected, so the sensor failure has little impact on safety.

For auto connectors failure, the failure mode is when auto connectors cannot transmit signals
because they are damaged or the connection is unstable. At this time, the signal transmission in the
system will be affected. The system cannot transmit the signal, so the automatic and manual functions
of the headlamp will be affected. If the driver is driving at night, or in the case of poor visibility
driving, the car headlights cannot be opened properly for driving safety has a very serious impact. The
driver’s vision is affected and he was unable to judge the dangers on the road, which may lead to
accidents and failure to ensure safety.

For circuit break, the failure mode is internal circuit open or short circuit, due to circuit damage. In
this case, the signal cannot be transmitted and the car headlights cannot be turned on. This may lead to
a large current flow in the circuit, cause temperature rise, further damage to other parts of the circuit,
and even lead to the possibility of fire. In the case of a circuit break, the automatic and manual
functions of headlights will be affected, and then cause the driver’s driving safety problems in the case
of poor sight.

3.3. Suggested solutions

When designing the system, we should add the self-detection function of the sensor. The car system
should monitor in real-time whether the sensors are working properly. If something goes wrong, the
system should prompt the driver to repair or replace the sensor and test it. After replacing the sensors,
the car’s automatic headlights should return to normal function.

In the design of the system, the car connector part should be added to the detection circuit function.
If the auto connector fails, the detection circuit sends a signal to the system, indicating that the auto
connector in the circuit of a specific function fails and should be replaced. After replacement, the car
headlights should return to normal function.

When designing the circuit, we should add a protection circuit. When there is a fault in the circuit,
it will automatically power off for protection, and send information to the system, indicating that the
circuit fault should be repaired. When the circuit is repaired, the car’s headlights function will return to
normal.

3.4. Conclusion of functional safety analysis
Safety objective: to prevent the failure of the car headlights to turn on normally.

We have carried out FMEA and FTA analysis for the fault that the car headlights cannot be opened
normally. We analyzed the fault accurately, identified the most basic events leading to the fault, and
proposed the improvement scheme during the system design. Based on the above analysis and in
conjunction with ISO 26262 [8], the proposed system should meet the ASIL B safety requirements.

4. Conclusion

In modern automobiles, a large number of electronic components and intelligent control systems are
widely used. These devices ensure the normal operation of the various functions of the car. If one part
of the control system fails, the functions of the car will be seriously affected, so it is important to
analyze the failure and propose solutions to the problem. We use FMEA and FTA analysis methods to
analyze the reasons for the failure of automobile headlights caused by the failure of the automobile
electronic circuit system. We determine the most basic events by determining the top-level events and
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FTA analysis. Then use FMEA method to analyze the failure mode and the severity of the
consequences caused by failure. Finally, through the functional safety analysis, we put forward some
suggestions for the system design, so that the reliability and security of the system are guaranteed.
FTA method and FMEA method are very efficient and accurate for analyzing automobile faults, and
this analysis method also provides help for improving the controlling system.
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