
 

 

 

 

 

 

Two inherent paradoxes of machine learning approach to 

credit scoring 

Jingnan Cao 

38-279 Nanbeng Rd. Mangshi, Yunnan, China. 678400  
 

jcao21@ucsc.edu  

Abstract. This paper reviews existing literature on academic and commercial progress in the 

machine learning(ML) approach to credit scoring. In doing so this paper proposes two inherent 

paradoxes to ML(machine learning) approach to credit scoring. The first is the problem 

involving the transparency of data range and internal algorithms. The second paradox is the 

problem of data volume and accuracy.  
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1.  Introduction 

An important instrument in credit activity is credit scoring. Traditionally, a fixed ratio linear formula 

is used to calculate the credit score of an individual or firm [1]. The most well-conceived system is 

FICO. The problem with traditional credit scoring is its reliance on customers' credit history and bank-

certified financial information. For many so call “thin file” clients [2], finding such data for scoring 

can be difficult. In addition, traditional credit scoring requires an information-gathering procedure that 

is labor intensive, getting scored becomes costly for many small firms [3]. 

As an answer to the above shortcomings, the ML approach to credit scoring utilizes untraditional 

data such as customers’ digital footprint and geological local, promising to expand credit accessibility. 

Traditional and ML approaches to credit scoring differ in two ways. First difference is the types of 

data being used. The second is how correlation is drawn between variable. ML approach to credit 

scoring relies on a multi-dimensional algorithm to draw complex correlation involving multiple 

variables. Contrasting to that simple algorithm of traditional method, this complexity introduces risks 

that we will discuss later.   

  

Figure 1. FICO credit score composition. 

Proceedings of the 3rd International Conference on Signal Processing and Machine Learning
DOI: 10.54254/2755-2721/6/20230390

© 2023 The Authors. This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0
(https://creativecommons.org/licenses/by/4.0/).

1066



 

 

 

 

 

 

2.  Literature review 

Existing literature on the subject of ML approach to credit scoring has two strings. One focuses on the 

exploration of possible data set that can be utilized in a credit scoring algorithm. Berg, et al. [4]’s 

study utilized customers’ digital footprint on a German e-commerce website as bases for credit 

worthiness. In 2019, Matz, et al [5]. predicted customers’ income level from Facebook status and likes 

alone. In 2020, Fu, et al. utilized customers’ Wechat(popular Chinese social media) profile info such 

as profile pictures and profile names to predict creditworthiness, with moderate confidence. Wu, et al, 

[3] published a study in 2021 that utilizes a firm’s association in the supply chain to predict the 

creditworthiness of a firm. These are studies with the most success.  

The other string of research focuses on the social impact of ML approach to credit scoring, most 

comprehensive of which is from Hurley [2] Along with a group of lawyers, Hurley collected legal 

cases where customers have been negatively impacted by ML approach to credit scoring. While 

previous studies expressed concern with machine learning approach to credit scoring(or credit score in 

general), and some risk has been discussed extensively, none recognized the inherent paradox of 

machine learning approach to credit scoring. That is, in attempt to adapt for one risk, one inevitably 

enlarge or create another risk.This paper follows the second string of literature, attempt to illuminate 

on the second inherent paradoxes of ML approach to credit scoring.    

3.  Risk: transparency VS. score manipulation 

In academic settings knowledge of algorithms is shared, however, in commercial environments, 

algorithms and their data collection are usually not public. Companies such as Zest finance hold their 

ML algorithms as company secret [2][6] In this section, we discuss a paradox regarding the 

transparency of ML algorithms in a commercial setting. There are inherent risks involved with the data 

collection and correlation of ML algorithms.  

3.1.  Risk with transparency 

ZestFinance has been studied extensively by scholars on this subject. Scholars agree that ML 

algorithms with their data collection process are holden by companies as commercial secrets like 

ZestFinance [1][2][6]. The only access we have to this enigmatic process is companies’ patents of the 

algorithms. This means for an average customer, it is impossible to know exactly how they get the 

credit score they have. 

With the data collection process unknown to customers, customers have no way of knowing what 

contributes to their credit score, and thus have little to no bases for defending their creditworthiness. 

Also due to the multi-dimensional nature of ML algorithms, even when one input data is found the be 

false, customers cannot make a reasonable argument as to where the calculation of their credit score 

went wrong. 

Hurley and a group of lawyers collected cases where individuals’ credit score has been negatively 

affected by the utilization of ML algorithms by credit scoring agencies. One case they followed 

thoroughly is Kevin Johnson. In 2008, Kevin Johnson’s credit limit has been lowered from $10800 to 

$3800 by American Express. The reason for lowering Kevin’s score is perplexing. The company 

stated in the letter that Kevin has been considered a risky borrower since his credit card history show 

that Kevin shopped at places where customers have low repayment rate to American Express. When 

Kevin sought to explain, American Express was reluctant to give justification for their change of 

algorithm.   

We can see two risks here. The first is that the data collection process was unauthorized by 

customers. Kevin and many others who fall victim to this new method of credit scoring did not 

anticipate their information would be collected and evaluated without their knowledge. In the 

traditional method of data collection, what types of data are collected were public knowledge, and 

credit card companies are authorized to provide the payment history of customers' credit cards, in 

particular, the frequency and amount of credit payments. Now with the “all data is credit data” 

approach, information can be collected from any traceable online or offline activities of customers. 
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Devices like website cookies silently collect customer data and sell them off to credit scoring agencies 

without customers’ knowledge.   

 The second risk with Kevin’s case is scoring by association. Kevin has been good with his finance 

management, spending a reasonable amount of credit each month, and paying back loans in time, all to 

build a good financial standing for himself[2]. If judging from individual bases, he is an exemplary 

case of a creditworthy individual. However since Kevin’s new credit score was compiled by 

association rather than his action, his effort in improving his finance all went to waste. It could well be 

that Kevin shops at welfare stores because he comes from an unprivileged family, he is frugal so he 

can save up to improve his life. Since Kevin was born in an economically unprivileged community, his 

background puts a limitation on his finance. His ability to obtain credit was crucial to his financial 

improvement. Now with his lowered credit score, he is stuck in an unprivileged community. No 

amount of personal hard work could change that unless he chooses a “better” place to shop, which will 

further increase his financial pressure. From a societal standpoint credit scoring by association defeat, 

the purpose of credit as a tool for upward mobility.   

3.2.  Proxy for discrimination 

To take this argument further, there are also concerns that ML algorithms for credit scoring will 

become bases for systematic discrimination. Using data on US mortgages, Fuster et al [7] find that 

African American and Hispanic borrowers are disproportionately less likely to benefit from ML 

algorithms utilization in credit scoring.   

  

Figure 2. (Fuster et al): Algorithm bias by race. 

Hurley[2] explains how ML algorithms can find proxies for discrimination such as race, disabilities 

nationality, and gender. From Kevin’s example, we see one particular input is where the customer 

shops. In the United States, there are grocery shops that are dedicated to certain communities by race 

or nationality. Also by culture, different races will have different behavioral patterns. “Thirty percent 

of whites use their mobile phone as the sole internet connection compared to roughly forty-seven 

percent of Latinos and thirty-eight percent of blacks[8]”. Though not explicitly an input variable, and 

possibly carefully avoided by algorithm developers, a factor of race, can be compiled from hundreds 

of racially biased variables that individually look harmless, but combined serve as a proxy for race.   

This ability to proxy sensitive factors such as race is inherent to machine learning algorithms. To 

purge potential biases, one will have to abandon any biased data input which greatly limits the 

capability of ML algorithms; or manually adjust the weight of inputs by race, which creates more 

problems. Scoring by the association itself is greatly critiqued, it puts customers into categories by 

their economic background, strengthening the stratification of society by the economy.   
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3.3.  Score manipulation 

Som One solution to the transparency problem of ML algorithms is for firms to their algorithms and 

data collection process publicly available. However, this inevitably leads to the risk of score 

manipulation by customers. Credit score manipulation currently exists in a somewhat restrained form 

with the traditional method. Taking Kevin’s case, for example, Kevin dedicated much of his energy to 

meeting the traditional algorithm – keeping a good credit history. There are various forms of credit 

score coach, just search any search engine “credit coach” and there will be guides on how to improve 

one’s credit score.   

In the traditional method, credit manipulation is done by keeping a good financial history. Though 

to some degree, this might affect the effectiveness of credit score. But keep in mind all the data 

collected by traditional methods are hard information, hard in the sense that all data are verifiable and 

non-manipulable [9] Since all inputs are directly linked to individuals' financial activities, individuals 

can only improve their scores by being responsible for their finance. The effort an individual is willing 

to give to improve their score only strengthens their case of responsibility.   

ML algorithms utilize soft information that is not verifiable and thus manipulable [9]. Once 

customers know what information ML algorithms are considering as valuable inputs, customers can 

change their behavior patterns accordingly to seek improvement. Considering that many of the data 

points utilized by ML algorithms are data such as IP addresses, Facebook status, and Geological data 

that are easy to manipulate, improving one’s score can be as simple as using a VPN to change the IP 

address to a rich neighborhood or frequently visiting websites associated with “good customers”. Data 

manipulation of this sort doesn’t require human attention, one can simply create programs to do these 

things automatically, and there is potential that these programs will be commercialized.   

In 2019 Matz et al. [10] successfully developed an ML algorithm that predicts one’s income level 

from Facebook status, like, and comments received alone. Along with this finding, a word map is 

compiled that associates the frequency of appearing words that have a strong association with both 

high and low-income individuals.  

  

 

Figure 3. [10] Words in Status that have an association with low and high income. 
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It will be no surprise that these types of input will be utilized in credit scoring algorithms. Then, 

improving one's credit score comes down to changing one’s posting pattern, avoiding using words that 

indicate low income, and including words associated with high income in every social media post. 

Customer can go a step further to hire a “zombie” account that automatically likes and comment on a 

post.   

No doubt that if a scoring agency's algorithms and data collection is made public, there will be a 

boom of these commercialized score manipulation tactics. Credit scoring by ML algorithms will then 

suffers in reliability. The risk not only affects borrowers but also customers who do not take advantage 

of such tactics.   

4.  Risk: inclusiveness VS. accuracy 

The second paradox inherent in the ML approach to credit scoring is the balance of inclusiveness and 

accuracy. On the side of inclusiveness, the ML approach to credit scoring promise to solve the “thin 

profile” problem by including a wider range of data inputs. ML algorithms in general perform better 

the larger the given data set. At face value, the tremendous amount of information flowing into ML 

algorithms should increase the accuracy of the algorithms. However, such an advantage of ML 

algorithms is reliant on the assumption that the quality of data collected remains high quality. In 

practice, the data set suffers from the increasing volume.   

To achieve the promised inclusiveness of the ML approach to credit scoring, ML algorithm 

developers may be sought to include a wider and wider range of data as their input variables. This is 

also a discernible trend in the academic adventure of developing newer ML algorithms for credit 

scoring. Some studies at the advent of such exploration yield very reliable results, [4] and the 

algorithms can perform with high confidence. Later studies that followed such as Fu’s adaptation 

using Wechat data are getting gradually weaker. The ML frameworks and logic of these studies are 

similar, but they mainly differ in the input values that are used. Along with the possible manipulation 

of ML algorithm input discussed in the prior section, a bigger range of data for the sake of 

inclusiveness may be at the cost of the accuracy of the algorithms.    

Even assuming that the quality of data does not suffer, the reliability of correlations uncovered by 

ML algorithms may become trivial too, given a larger range of data. As Hurley quotes statistician 

Jame Cobioulus “One of the bedrock truths of statistics is that, given enough trials, almost any 

possible occurrence can happen . . . The more possible events that might take place, the more potential, 

albeit unlikely, ‘fluke’ events there are.” ML algorithms' correlation lacks an inherent reason, to begin 

with, all ML correlations are based solely on patterns among variables. It is possible that in pursuit of 

inclusiveness, ML algorithms will produce correlations that are contrary to the cause. As it is widely 

known in statistics, correlation is not equivalent to causality, correlation can just be a coincidence.   

5.  Conclusion 

ML and its utilization in credit scoring are still in their infancy. There is still room for its improvement. 

What this paper discusses hopefully will serve as a suggestion in its implementation. Due to the scope 

of this paper, the content discussed here is admittedly simplified. And with the fast development of 

ML technology in recent years, some of the information may be outdated. The paper paints a 

somewhat grim view of ML's approach to credit scoring, but every piece of technology has its benefit 

and harm. ML utilization completes most of its promises, making credit scoring available for 

customers that are neglected by the traditional method. Given time, there will surely be clever ways to 

circumvent these two paradoxes of ML algorithms.   
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