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Abstract. The purpose of designing this system is to provide schools with a new way to make 

score certifications of a student and a safer way to search for a student’s previous academic 

scores. When a student is applying for a new school to further his study, the school always uses 

his previous academic scores to decide whether to enroll him. The current way for a school to 

mark a student and to search for a new student’s score record is depend on the student himself, 

which faces the problem of illegal modification and data leakage. The system mentioned in this 

paper can add a certification that includes the time information and score information. It can also 

use the digital signatures of teachers and headmasters to ensure that the scores are given by the 

corresponding teacher. This system does not include the direct Grade Point Average (GPA), but 

just includes the raw scores of each subject. Because different schools have different ways to 

turn the raw scores into a GPA and they also have different GPA upper limitations. 

Keywords: student score system, blockchain, asymmetric encryption. 

1.  Introduction 

In high schools, colleges, and universities, teachers use exams to test students’ academic performance. 

So, the scores of the exams have become an intuitionistic standard to evaluate whether a student has 

good academic attainments [1,2]. When a school is deciding whether to enroll a student, it should check 

the student’s previous score record. It is not hard to understand that schools want to enroll students that 

are outstanding in academics. And it is also unquestionable that students want to be enrolled in schools 

that are ranked highly.  

However, schools must use the score report which is made by the previous school where the student 

studied to measure the value of a certain student. But now, most of the universities just publish the 

picture of their scores report on every student’s campus account with just a picture of the stamp 

belonging to the Office of academic affairs on it. Meanwhile, the transmission and submission of the 

score report are all done by the student himself. The safety and resistance to modification cannot be 

guaranteed during the process of transmission. In addition, most universities use different ways to 

calculate their GPA. Every student gets their raw score after the final examination, and each of the scores 

they get will be transformed into a float number to intuitively show the total academic performance of 

this semester. But each school has its algorithm to transform the scores into GPA. Those unimportant 

courses may have a lower weight while those core courses may have a higher weight. The definite weight 

and algorithm may be different from school to school. The total amount of GPA is also different among 

each school, which floats from 4 to 6. There are already a lot of implementations and research on digital 
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signatures and blockchain in the medical area [3,4,5,6], cloud computing [7,8], copy protection [9], and 

marketing [10,11] to protect users’ privacy and money. But there are only a few implementations in the 

educational field [12]. The current studies in the educational field are focused on the digital diploma, 

which is the certification of the schooling level of a student. It can be seen that existing works have not 

covered the security of score certification yet, and the counterfeiting of the score certification has 

become a serious problem. But the secure score certification system in this paper can reflect the definite 

academic ability of a student and ensure the safety of the data of each student. This paper uses the digital 

signature to guarantee the data safety of the score report and to ensure that any illegal modifications can 

be recognized by verifying the signature directly. And this paper uses blockchain to store and hash the 

score and signature information, it can implement the addition, modification, and research of the stored 

score certification. The signing, verifying, updating, and researching of the system are covered in 

Section 2 along with some fundamental information on the RSA signing technique, which will be 

employed as the primary signing algorithm in our system. In section 2, the framework will be displayed. 

The most recent efforts, which include system implementation specifics, are displayed in Section 3 of 

the document. Different users can use different functions to ensure the feasibility of the system. Section 

4 shows the conclusion, disadvantages, and future expectations of related works. 

2.  The secure student score system 

2.1.  Overview of secure student score system 

To guarantee the security of the E-score system, three main requirements must be satisfied. First is the 

authentication, which means the identity of the person who signed for the score certification can be 

recognized by verifying the signature. Second is the completeness, which means the score cannot be 

modified after signing for it, in other words, any modifications added to the score after is signed can be 

recognized by verifying the signature. Third is non-repudiation, which means the person who signed for 

the score cannot claim that he did not sign for it. To achieve these three goals, the E-score system 

includes the following four functions: signing, modifying (only by the teacher who signed for the score), 

searching, and submitting. The system allows teachers to sign for the score that was worked out from 

the test paper of the examination. Each teacher has his private key and public key. The public key should 

be announced to enable others to verify the signature, and the private key is used for signing for the 

score and should be kept properly by the teacher himself. The score list of each student can be considered 

as a block, after writing the subject and the corresponding score on it, the teacher can sign for his subject. 

After all the subjects and the corresponding scores are written and signed, the new block is completed 

and can be sent to the headmaster. The job of the headmaster is to verify whether each signature and 

score are corresponded. If the block is considered valid and signed by the headmaster using his private 

key, it will be sent to the Ministry of Education. After the final verification and signing by the Ministry 

of Education, the score certification will be considered valid by the law and it will become the next 

chain of the blockchain which was stored by the school and the Ministry of Education. Figure 1 depicts 

the system's high-level architecture. 
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Figure 1. The framework of the system. 

2.2.  Detail of design  

2.2.1.  The RSA algorithm. The system uses the RSA algorithm for signing the score. The RSA algorithm 

is raised by Ron Rivest, Adi Shamir, and Leonard Adleman in 1977. It is a public key cryptographic 

algorithm [13], which means it has two different keys, the private key, and the public key. The public 

key is known to all to verify the legality of the signature. And the private key is kept only by the owner 

of the key. There are three major steps in the RSA algorithm, key generation, encryption, and decryption 

[14,15]. 

2.2.2.  Generating the score certification. The teachers first generate their own private keys and public 

keys, which are two prime numbers that have the same length. Their private keys are handed in and kept 

in the server run by the school. Figure 2 shows this process. The headmaster of each school also needs 

to generate his private key and public key, which represents the school. The length of the keys of the 

headmaster should be longer than the teachers’ keys. Because the headmaster’s signature secures all the 

scores are correct. In RSA encryption, the longer key has higher security. The headmasters’ public keys 

are submitted to the Ministry of Education, which means each school has a public key to verify the score 

list they send to the government. The headmasters’ signatures represent their schools. 
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Figure 2. The transmission of teachers’ public keys. 

When the teacher works out a student’s score, he can write his subject and the corresponding score 

on the score report. Then he should sign for what he wrote just like what Figure 3 shows. He first adds 

the time of signing to the subject and score, then compute the hash value of this information [16]. Then 

he just signs for the information by encrypting the hash value he has just worked out. The encryption 

process uses the private key which is kept only by the teacher. The whole encryption process can be 

done by using Xilinx 14.2 tool [17].  

 

Figure 3. The signing of the teachers. 

After all the teachers finish writing and signing the score report, it will be sent to the headmaster of 

the school. The job of the headmaster is to verify if all the signatures can perfectly match the scores and 

subjects. The teachers’ public keys were stored in the server of the school. The headmaster uses the 

public key to decrypt the signature and get the hash value A. He then computes the true hash value B of 

the score information. If A is as same as B, the signature and information are considered valid. 

After all the signatures and scores are proven to be valid, the headmaster should use his private key 

to sign for it as Figure 4, which means the school approves of this score report. The signing process is 

the same as what the teachers did. He should add the time of signing to the raw information and getting 

the hashing value [16], then use his private key to encrypt the hash value and add the ciphertext after 

the raw information. Then it will be sent to the Ministry of Education which is set up by the government 

to have the final verification. The headmasters’ public keys are sent to the government as Figure 5. 
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Figure 4. The signing of the headmaster. 

 

Figure 5. The transmission of score certifications signed by schools. 

 

Figure 6. The relationship between all the signatures. 

The job of the Ministry of Education is to check if the signature of the school is valid, and was signed 

by the headmaster of the school. The public key of each school is stored by the government. The 

government men just do the same job as the headmasters did, which is verifying the signature by the 

public key. If the score report is exactly from the school, the government will use its private key to sign 

for it to guarantee its validity of it. Figure 6 shows the relationship between all the signatures. 
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If the score report is committed by the government, it will have the force of law which can be used 

to certify the student’s academic performance. Once the verification of the score report is done by the 

government, it will be sent back to the school and become the next chain of the blockchain which is 

stored by the school. Figure 7 shows the process of the verification of the score. 

 

Figure 7. The running process of the system. 

 

Figure 8. The storage relationship between schools and the Ministry of Education. 

Every school only stores the certification of its student, and the Ministry of Education set by the 

government stores all the students’ certifications of each school, which is called the main chain. In other 

words, each school has a copy of a part of the main chain, which includes each student who is currently 

studying in the school. Figure 8 shows the storage relationship between schools and the Ministry of 

Education. 
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2.2.3.  Application of the secure student score system. When a student is applying for a different school 

from which he is already in, the school can search the database of the Ministry of Education for the 

student’s certification of scores. If the school wants to enroll the student, the school can add the 

certification to the blockchain and let it be the next chain. The new school can record his scores just 

after the existing record which was written by the last school. The new record is only stored by the new 

school and the government. Figure 9 shows the brief process of applying and searching.  

 

Figure 9. The process of applying and searching. 

2.2.4.  Modification of the current recordings. If the school wants to modify the existing record which 

is already stored by the Ministry of Education and another school, it can just do the modification to the 

chain of that student on the school’s blockchain and notify the Ministry of Education to modify on its 

main blockchain. After the modification of the main chain, other schools will check if it stores that 

student’s certification and modify it as well.  

The process of modification is as same as the process of verifying as Figure 10 shows. The teacher 

needs to delete the invalid information and add new information to it. Then does the same thing as 

generating the score certification. 

 

Figure 10. The process of modifying the current certification. 
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2.2.5.  The graph of score certification. If the picture of the certification is needed, the signature can be 

adjusted into the digital watermark by using the CS-SC-DWT-SVD-based image watermarking scheme 

[18] and implanted into the picture of the score certification. It is certainly not easy to be modified 

illegally [19]. 

3.  Implementation of the system 

This section will show a brief demonstration of the specific implementation of the Secure Student Score 

System, which includes the functions provided to the different users. 

3.1. Users’ function designing 

The following part shows the function used by teachers, headmasters, and the government. The definite 

steps for realizing these functions will also be shown. 

3.1.1.  The interface 

 

Figure 11. The choosing interface of the system. 

The system faces three kinds of users: teachers, headmasters, and government users. The person who 

wants to use the system should choose their identity first just as Figure 11 shows. 

3.1.2.  The teachers’ side 

 

Figure 12. The login entrance of teachers. 
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Figure 13. The signing of teachers. 

Each teacher has his account. The subject he teaches and his personal information are included in the 

account information. This information and login system is contributed by and stored by the school. 

Teachers can log in and sign like what Figure 12 and Figure 13 show. 

3.1.3.  The headmaster’s side 

 

 

Figure 14. The login entrance and functions for headmasters. 
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Figure 15. The interface of searching for a new student and signing. 

Proceedings of the 5th International Conference on Computing and Data Science
DOI: 10.54254/2755-2721/16/20230856

45



 

Figure 16. The modification by headmasters. 

The headmasters have the power to represent the school. The information on school accounts is stored 

by the government. The headmaster can use the system to modify and check the report handed in by 

teachers and ask the government for a new student’s score certification. Figure 14, Figure 15, and 

Figure 16 show the functions provided to the headmasters. 

3.1.4. The government’s side 

 

Figure 17. The signing of government users. 
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The government is the leader of this system and can finally verify if the score certification is valid just 

as in Figure 17. 

3.2.  Algorithm of secure score certification 

The algorithm means that the input of the hash function includes the subject, the score information, the 

timestamp provided by the operating system, and the block number. The process of adding a new block 

to the blockchain is to link the block to the last block of the chain. 

Algorithm 1. Hashing and addition of the blocks 

Input: subject, score, timestamp, and student number 

Output: the hash value and the next block 

1: for i=0 to blockNum -1 do 

2:     h ← subject + score + timestamp + student number 

3:     h ← sha256 (h) // Sha256 is a hashing function to compute the unique hash function. 

4:     h ← hexdigest (h) // This function is used to turn the binary data into hexadecimal data. 

5:     previous block’s next block ← blockNum 

6:     next block ← 0 

7: end for 

3.3.  Security analysis 

The security of the RSA algorithm has been proved by mathematicians. The safety of the RSA 

encrypting algorithm is based on decomposing prime factors of large numbers, and this problem can not 

be solved within reasonable time limitations until now. In other words, a fast way to decompose prime 

factors of large numbers does not exist. The only way to solve the problem is to use the computers to 

enumerate the number with its hash power.  

However, many attacking protocols aiming at RSA encrypting algorithms have been raised. Such as 

mathematical attacks aiming at the decryption key [20], attacks on small-exponent RSA problems using 

Coppersmith's method [21], cache-based side-channel attacks [22], or using the bit-stuffing technique 

[23]. The safety of the common RSA signing algorithm has been threatened enormously and attackers 

can sometimes decrypt the RSA signatures if the public keys and private keys are not long or flexible 

enough. But new signing models have been raised at the same time. For example, scientists have made 

a lot of progress in the field of quantum computers, so using the quantitating keys to sign for the files 

can effectively avoid the known plaintext attack [24]. When applying the system to real use cases, this 

paper can use the ESRKGS to consider security and usability. Its security has been enhanced compared 

to the conventional RSA algorithm [25]. The time for it to against the Brute-force attack time is largely 

longer than RSA1 and RSA2 algorithms. 

3.4.  Details of technology of blockchain 

3.4.1.  Hash algorithm. Hash functions, also known as hash values or message digests, are irreversible 

one-way maps that may convert an input message M of any length into a brief, fixed-length hash H(M). 

Another thing to keep in mind is that this is a one-way cryptosystem, meaning there is only encryption 

and no decryption, making it challenging to reverse the process. Hashing algorithms can be used on both 

messages and pictures [26]. But there is still a little possibility that the collision may affect the hash 

algorithm. So, this paper can use new technology and enhanced hash functions with a stronger ability to 

avoid collision resistance such as chameleon hash [27] to work out the hash value of a message. As 

IPV6 is dominating the Internet, there are also hash functions for IPv6 network data [28].  

3.4.2.  Distributed storage. A method of leveraging disk space on various computers over a network to 

create a virtual storage device out of these dispersed storage resources is known as distributed storage. 

In the implementation of our Secure Student Score System, each student’s score certification is stored 

separately by each school’s server. The school server may not have too much storage capacity. And the 
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government stores the certifications of all the students as backups to avoid data corruption in schools. 

Each school is distributed system that can use clustering technology to lower the cost of storage space 

and energy [29]. 

4.  Conclusion 

The present research shows the framework and details of the implementation of the secure student score 

certification system. It provides a newer and safer way for schools and teachers to manage students’ 

scores and academic levels. It also can avoid illegal modifications, which means modifications add by 

those who do not have the right to sign can be recognized at once. However, there are still a lot of 

disadvantages to the systems. For example, the safety of using the RSA algorithm has not been testified 

and the signing speed has not been compared by using different signing algorithms. These works can be 

done in the future studies. 
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