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Abstract. Short Message Service (SMS) is a feature of a mobile phone that enable convenient
and instant way of sending electronic messages between users. As SMS usage increases fraudu-
lent text messages, known as spam, are becoming more common. Spam SMS may result in leak-
ing personal information, invasion of privacy or accessing unauthorized data from mobile de-
vices. Users of mobile phones can mistakingly give away personal information with the assump-
tion that they are sharing it with the right recipients. This work propose a SMS spam detection
method that combines convolutional neural network (CNN) and long short term memory (LSTM)
deep learning algorithms. The CNN is used for feature extraction while the LSTM classifies the
message. The SMS spam dataset, collected from online repository, is used to train the model.
Word embeddings is used to vectorize the words in the message to make it suitable for the model.
The result obtained from the implementation outperforms other machine learning algorithms
with an accuracy of 99.77%.

Keywords: convolutional neural network, dense layer, SMS spam prediction, long short-term
memory.

1. Introduction

Mobile phones are essential communications devices for about 5.22 billion users which make up about
66% of the world’s population in 2020 [1]. The phones are usually used for both making telephone calls
and messaging between users with Short Message Service (SMS) [2]. SMS is considered an affordable
and instant way of sending text messaging between individual users. It is usually used for activities such
as appointments, payment notifications, meeting reminders and so on [3].

As SMS usage increases, spam text messages are becoming more common. The Spam SMS contains
junk messages delivered to a mobile device of an unsuspecting user and may result in leaking personal
information, accessing unauthorized data from mobile devices or invasion of privacy [4]. Phone users
may be further susceptible to the danger because they usually rely on SMS for important notifications
such as bank transactions, job applications and promo offers.

A solution to these problems is to accurately detect spams SMS. Existing techniques for predicting
spam SMS use traditional learning algorithms. These include support vector machine (SVM), nawe
bayes (NB), decision tree (C4.5) and random forest. Some other works adopt convolutional neural net-
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work (CNN) and long short-term memory (LSTM) deep learning techniques for its predictions. How-
ever, there is need for an optimized hybrid technique that achieve higher accuracy. This study aims to
use a deep learning hybrid classifier to predict spam and non-spam messages.

The proposed technique use a hybrid of convolutional neural network (CNN) and long short term
memory (LSTM) deep leaning algorithms. The technique is optimized by fine tuning the hyperparameter
values over several experiments. The dataset used to train the model is collected from SMS Spam Corpus
v.0.1 and consist of 5572 text messages.

The paper is arranged as follows. A review of related works is presented in section 2. The system
design of the proposed method is explained in section 3. The implementation of the method is described
in section 4. Section 5 discusses the results of the implementation. Finally, the paper is concluded in
section 6.

2. Literature review

Some existing research works that applied machine learning techniques to SMS spam filtering and de-
tection are reviewed in this section. These works fall under the major categories of supervised, unsuper-
vised and deep learning algorithms. Akbari and Sajedi [5] proposed GentleBoost algorithm for SMS
spam detection. The method combined the features of AdaBoost and LogitBoost. It reduces the word
attributes and keep the accuracy at 78%. Mussa and Jameel [6] proposed extreme gradient boosting
algorithm (XGBoost) to detect SMS spam. The work use sequential search algorithm to select relevant
features. The method yields 98.64% of accuracy when used for handling this imbalanced dataset.
Choudhary and Jain [7] propose a SMS spam filtering technique based on random forest algorithm. The
work is implemented using WEKA tool and the result shows that random forest outperforms other al-
gorithms. Sjarif et al. [8] present spam filtering technique using random forest. Term frequency-inverse
document frequency (TF-IDF) feature extraction method is combined with random forest to yields the
best result compared with other traditional techniques.

Random forest used with Feature extraction

Sjarif et al. [9] propose a SMS spam classification technique using Support Vector Machine (SVM)
algorithm. The method outperforms other classifiers with an average an accuracy is 98.9%. Navaney et
al. [10] compared the performance of support vector machines algorithm, nawe Bayes Algorithm and
the maximum entropy algorithm in filtering Spam messages. The support vector machine algorithm
gives the highest accuracy of 97.4%. Gupta et al. [11] present gaussian naive bayes, bernoulli naive
bayes, decision tree, and multinomial naive bayes combined differently. From the result it is observed
that that an ensemble of decision tree, Bernoulli Naive Bayes classifier and Gaussian Naive Bayes clas-
sifier performs best. In Tekerek [12], the SVM classifier outperforms Naive Bayes (NB), support vector
machine (SVM), k-nearest neighborhood (KNN), decision tree (C4.5) and random forest (RF) in detect-
ing SMS spam.

Jain et al. [13] present Long Short Term Memory (LSTM) deep learning technique is used to classify
spam messages. The result of LSTM model outperforms SVM, nawe bayes, ANN, K-NN and random
forest. Popovac et al. [14] and Huang [15] apply Convolutional Neural Network method with an accu-
racy of 98.4%. In Roy et al. [16] the prediction is carried using Long Short-term memory (LSTM) and
Convolutional Neural Network (CNN) models. The experimental results showed that the CNN model
outperformed the LSTM model. Barushka and Hajek [17] proposed a deep learning model (DBB-
RDNNReL) for spam detection with good performance on strongly imbalanced and highly non-linear
spam datasets. In Gomaa [18] Random Multimodel Deep Learning (RDML) algorithm outperforms
other classical and deep learning methods. The RDML method combines the advantages of convolu-
tional neural network, deep neural network and recurrent neural network.

Jain et al. [19] combines Convolutional Neural Network (CNN) and Long Short Term Neural Net-
work (LSTM) methods for spam detection in social media. The results of the method, Sequential Stacked
CNNLSTM model (SSCL), achieve an accuracy of 99.01% and 99.01% for Twitter and SMS spam
respectively. Chandra and Khatri [3] utilize Recurrent Neural Network (RNN) and Long Short Term
Memory (LSTM) to detect Spam to detect Spam. The result shows improvement over SVM and Nawe
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Bayes. The hybrid technique in Baageel and Zagrouba [20] filter spam messages with Support Vector
Machine (SVM) supervised classifier and k-means clustering unsupervised classifier.

3. Proposed model

The proposed hybrid deep learning model is made up of a word embeddings layer, long short-term
memory (LSTM) layer, convolutional neural network (CNN) layer and dense neural network layer (see
Figure 1).
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Figure 1. Proposed model architecture.

3.1. Word embeddings

The word embedding provide a way to convert the text messages to numeric vectors. A word embedding
is created using the Word2vec model. The model use the skip-gram architecture to predict the given
sequence from context of the word and represent the message as vectors of numbers with equal size.
Each message consists of a list of the words represented as t4, t,, ts, ..., t,. Unique words are selected
from the message to form a vocabulary set (V) with each word assigned a unique integer value. From
the embeddings created with word2vec, the word vector is extracted for words present in V as given in

E(m) = [e(ty), e(t2), e(t3), ..., e(tn)] 1)
where e(t;) is the word vector of word t,. The word vectors are concatenated to produce the SMS word
matrix, M, as shownin M = e(t;) - e(t,) - e(t3) = e(ty).

M = e(ty) - e(ty) - e(ts) - e(ty) 2
where - is the sign of concatenation. The SMS message is converted to a matrix of vectors using the
t11 tiz b3 0 lig
t t t et
word vectors, number of features (see  Mg,s = | 21 22 723 . 241y The word length of each
th1 tha ths = lng
SMS message represented as d and the number of messages is n.
t11 tiz tiz 0 lyg
Mspns = t2.1 t2:2 t2:3 tz:d 3
th1 thz ths = lng

3.2. Convolutional Neural Network (CNN)
The proposed model extracts the hidden features in the SMS message using 1-dimensional CNN layer
with embedding layer. The convolution operation involve the SMS matrix (M) and kernel size of F to

ti11 tiz ti3 - g fmyg fmy

. . t t t e t m m
yield a feature vector accordingto ¢ = | 2t "% 23 Mg f 12 f 22
th1 thz tnz  tpa fmig  fmag
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where © represents the convolution operator, m is the region size of the kernel. n is the number of
messages and d is the word size. Initially, the messages are of different sizes according to the number
of words. The padding technique is used to make the input vector of equation length. The rectified linear
unit (ReLU) function is used to change all negative values of input x to zero. A max-pooling function is
used to identify important features from the text.

3.3. Long Short-Term Memory (LSTM)

The LSTM layer is used to memorize the sequence of the text data and discard unused information
present in it to reduce the runtime and cost. The LSTM use the memory of the sequences of text for
predicting the message as spam or not-spam. The LSTM architecture consists of forget, input and output
gates. The forget gate memorizes and recognizes the information coming into the network and eliminate
the information not

required for the network to learn and predict the data. The forget gate layer (ft) is defined in  f; =
o(w[ye-1yxe] + by):
ft = U(w[}’(t—l)xt] + bf) (5)

where o is a logical sigmoid function whose output is [0, 1], w is the weight, y._4 is the previous time
stamp output, x, is the input of the current time step and by is the bias. LSTM uses the input gate to
decide the measure of importance of the information and enable each layer to learn and eliminate unim-
portant information to make predictions. It is done using the input gate (i;) sigmoid layer and tanh layer
to generate the internal memory of the unit, c, , shown in

Cr = tanh(a)[y(t_l),xt] + bc) (6)
Where tanh represents a hyperbolic tangent function, and its output is [-1, 1]. The output gate helps the
hidden state to decide which information it should forward. The output from each step, oy, is defined by
the

0 = U(w[}’(t—n'xt] + bo) (7)

3.4. Dense neural network layer

The dense neural network layer is made up of fully connected hidden and output layers.

The outputs of the LSTM layer is fed into hidden layers of the dense network and finally passed to the
output layer to produce the prediction. The layers use the extracted features from the LSTM layer to
classify the messages into predefined spam and ham classes. The parameters specified at the dense layers
are unit of the layers and activation function. The unit defines the size of the output while the activation
function is used to transform the input values.

4. Experiment
4.1. Dataset description

The proposed system takes in SMS messages dataset as inputs. The dataset was obtained from the UCI
Machine Learning Repository. It is made up of 5574 SMS messages in English (see Figure 2).
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Figure 2. Dataset distribution.
Each data falls under fields, namely, label (spam or ham) and text message. The dataset is composed
of 747 spam messages and 4827 and ham (non-spam) messages. The dataset is split into train and test
sets. The training and testing distributions based on class labels is shown in Figure 3.

Test (1115)

Train (4457)

Figure 3. Data split.

4.2. Dataset preprocessing

The dataset is prepared in comma-separated values (CSV) files. On loading the data it is made to undergo
stages of pre-processing in order to make it more suitable for training. The text and label are necessary
columns in the dataset while the others are dropped. Other pre-processing involves converting the text
messages to lower case, splitting the text into smaller pieces called tokens, removing numbers that are
not relevant to the analyses and removal of punctuation symbols.

731



Proceedings of the 4th International Conference on Computing and Data Science (CONF-CDS 2022)
DOI: 10.54254/2755-2721/2/20220601

. freq
2000 -
1500 -
€
=
8 1000 -
500 -
0 p
to i you a the u and is in my

words

Figure 4. Some frequent words in dataset.

Before training the deep learning models stop words are removed from the text. This stop words
refers to most common words that have a very little meaning, such as “to”, “i”, “you” and so on. Figure
4 shows the plot of 10 most frequent stopwords. The text in the label column of the dataset is changed
to numeric form that is Ham and spam are transformed to 0 and 1 respectively. Stemming is used to
reduced derived words to their word stem, base or root form. Lemmatization preprocessing makes sure
that words that are stemmed does not lose its meaning. A predefined dictionary on the context of words
is used during the lemmatization. The corpus is checked for the presence of frequent and rare words

which are of not so much importance and are removed.

4.3. Experimental analysis
The proposed model use filter size and number, activation function, optimizer, dropout, number of fea-
tures, LSTM units, epochs and batch size hyperparameters in the implementation. Extensive experi-
ments were carried out to find the optimal parameter values for the dataset. The following Table 1 gives
the initial values of these parameters.

Table 1. Initial parameters.

Parameter Value
Activation function RelLU
LSTM units 10
Optimizer Adam
Dropout rate 0.2
Number of Features 1000
LSTM units 10
Epochs 10
Batch size 30

The convolutional neural networks use filters to improve the detection of features in the input. Dif-
ferent experiments of the proposed model is carried using two filter sizes and the result shows that the
model performed better with size 5. Table 2 shows the results.

Table 2. Filter size.

Filter size Accuracy
4 99.55
5 92.44

Experiments with various filter number achieves the result shown in Table 3. It is observed that a
filter number of 64 give the best accuracy of model.
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Table 3. Number of filter.

Number of filter Accuracy
32 99.64
64 99.66
128 87.97

The activation function ensures that the model trains the dataset well. The results from three common
activation functions at the hidden layers shows that Rectified linear activation function (ReLU) gives
the best accuracy as shown in Table 4.

Table 4. Activation function.

Activation function Accuracy
Tanh 99.53
ReLU 99.59
Sigmoid 99.47

The reduction of losses and improvement of accuracy of the results is the responsibility of optimiza-
tion algorithms. In the analysis, several optimization parameters used are adagrad, adadelta, SGD,
RMSprop and Adam. From the result is seen that the adam optimization parameter has the highest ac-
curacy (see Table 5).

Table 5. Optimization algorithms.

Optimization Accuracy
Adagrad 90.93
Adadelta 86.59

SGD 87.49
RMSprop 99.21
Adam 99.59

Dropout values is used to improve the neural network’s performance. In the experiments, the dropout
rate is adjusted from 0 to 0.9 and the results are shown in Table 6.
Table 6. Dropout.

Dropout Accuracy
0.1 99.50
0.2 99.39
0.3 99.14
0.4 99.43
0.5 99.60
0.6 98.77
0.7 98.97
0.8 99.00
0.9 99.59

Experiments on the effect of the number of features used as inputs to the model is shown as shown
in Table 7.
Table 7. Number of features.

No. of features Accuracy
1000 99.59
2000 99.61

3000 99.78
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Table 7. (continued).

4000 99.59
5000 99.61
The number of the LSTM unit specifies the capability of the network to memorize the information
and correlate it with the past. The result of the variations of the LSTM unit gives an optimum accuracy
of 99.59% at 10 units (see Table 8)
Table 8. Number of LSTM units.

No. of LSTM units Accuracy
10 99.59
50 99.48
100 99.35
150 99.39
200 97.35

The epoch is determines the number of times the training process is repeated on the same training
data. If the epoch is small, the model may not have converged and if is large, the problem of overfitting
may emerge. The result of the experiments show that with an epoch of 20, the accuracy reaches the
maximum value as shown in Table 9.

Table 9. Epochs.

Epochs Accuracy
10 99.44
20 99.59
30 99.55

The number of samples used to train a model is determined by the batch size. Several batch sizes are
tested in the experiments and the resulting accuracy values are shown in Table 10. It is observed that the
best was obtained with the batch size of 30.

Table 10. Batch size.

Batch size Accuracy
10 99.35
20 99.50
30 99.59
40 99.52
50 99.53

The optimized parameters are obtained for filter size/number, activation function, optimizer, dropout
rate, number of features, Istm units, epochs and batch size obtained after the extensive experiments are
collated as shown in Table 11. These values are used to implement the proposed model and the result of
training and testing are compared with the traditional machine learning models.

Table 11. Optimized hyperparameter settings.

Parameter Value
Word representation word2vec
Filter size/number 4/64
Activation function RelLU
Optimizer Adam
Dropout rate 0.5

Number of Features 3000
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Table 11. (continued).

LSTM units 10
Epochs 20
Batch size 30

4.4. Performance evaluation

The performance of proposed method is evaluated by carrying out training and testing process. The
training and testing is set to a ratio 30% and 70% of the dataset respectively. The hybrid deep network
is trained using both the features and labels of the train set. During the testing, only the features of the
test set is fed into the model while the label is predicted. The metric used in the evaluation of the pro-
posed method are accuracy, recall, precision and F-measure. True Positive (TP) is the amount of mes-
sages correctly classified as spam while True Negative (TN) are the messages accurately classified as
ham. False Positive (FP) is the amount of false spam messages while False Negative (FN) are false ham.

The ability of classify the message correctly is given as accuracy shown in a ccuracy =

TP+TN
TP+TN+FP+FN'
TP+TN
accuracy = c————— - (6)
. . i TP+TN+F_P+FN . .
Precision is used to calculate the fraction of cases for which the accurate outcome is returned given
. . TP
byp recision = e
precision = I (7
TP+FP

Recall is the quotient of accurate to inaccurate forecasts within real texts and is giveninr  ecall =
TP

TP+FN’

TP
TP+FN (8)

The F-score is a valuable and efficient metric for unbalanced data given in f score =
precision Xrecall

recall =

precision+recall’

recision Xrecall
fscore = 2 X e 9
precision+recall

The confusion matrix shows the values of true negative, false positive, false negative and true posi-
tive as 4824, 1, 8 and 739 respectively. The result of the implementation the proposed method is com-
pared with K-nearest neighbour (KNN), adaboost, decision tree (C4.5), random forest, long short term
neural network (LSTM) and convolutional neural network (CNN) machine learning algorithms as
shown in Table 12. The result shows that the proposed model have the highest accuracy of 99.77%. The
recall, precision and F-score for the proposed method shows best values over the others. In another sets
of experiments the accuracy of the proposed model is also compared with algorithms from some related
works. The related works used different or combinations of machine learning algorithms on the same
dataset as shown in the Table 13.

Table 12. Performance of proposed and existing classifiers.

Model Accuracy Precision Recall F-score
KNN 0.878 0.586 0.371 0.455
Adaboost 0.895 0.688 0.432 0.531
C45 0.917 0.729 0.633 0.678
Random forest 0.93 0.884 0.563 0.688
LSTM 0.968 0.983 0.778 0.868
CNN 0.975 0.943 0.869 0.905

Proposed CNN-LSTM 0.998 0.999 0.989 0.994
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Table 13. Performance of proposed and related works.

Author(s) Algorithm Accuracy (%)
Akbari and Sajedi (2015) GentleBoost 98.30
Mussa and Jameel (2019) XGBoost 98.64
Gupta et al. (2019) NB 99.49
Sjarif et al. (2019) RF 97.50
Sjarif et al. (2020) SVM 98.90
Taheri and Javidan RNN 98.00
Chandra and Khatri (2019) RNN + LSTM 98.00
Baageell and Zagrouba (2020) K-means + SVM 98.80
Roy et al. (2020) CNN 99.44
Jain et al. (2019) CNN + LSTM 99.01
Proposed model CNN + LSTM + RNN 99.77

5. Conclusion

This work propose a technigue that that combines convolutional neural network (CNN), long short term
memory (LSTM) and fully-connected dense neural network techniques for spam classification. The da-
taset used in the model contains SMS messages in English with 747 spam messages and 4827 ham
messages. The word2vec model is used to convert text messages to numeric vectors. The optimal per-
formance of the method is obtained after several trial experiments were carried out on different values
for filter size, filter number, activation function, optimization algorithm, drop out, number of features,
LSTM units and batch size. The performance of proposed model was evaluated using train and test
datasets. The results of the experiments of the proposed model is obtained using confusion metrics and
metrics such as accuracy, precision, recall and f-score. Experiments are also performed using other ma-
chine learning models such as decision tree (C4.5), random forest (RF), k-nearest neighbor (KNN),
adaboost, convolutional neural network (CNN) and long short term memory (LSTM). The proposed
work also gives the highest accuracy among other related works.
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