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Abstract. This study primarily focuses on the implementation of extended Hamming code within 

Internet of Things (IoT) devices and examines its impact on device performance, particularly in 

relation to communication protocols. The research begins by introducing and explaining the 

essential principles surrounding the extended Hamming code and its system. This introduction 

is followed by a detailed analysis of its practical application in IoT device communication and 

the subsequent influence on performance. Additionally, the study explores the potential role of 

extended Hamming code in strengthening the security measures of IoT devices. Experimental 

findings indicate that incorporating extended Hamming code can effectively enhance the 

communication efficiency of IoT devices, ensuring accurate data transmission. It also improves 

the overall operational efficiency of the devices and fortifies their security framework. Yet, 

despite these promising outcomes, the real-world application of extended Hamming code 

presents significant challenges. These hurdles highlight the need for continued research and 

exploration to maximize the potential of the extended Hamming code in the IoT domain. The 

study concludes with an optimistic outlook, encouraging ongoing investigation and innovation 

to further optimize the benefits of this code and drive advancements in IoT technology. 
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1.  Introduction 

The evolution of Internet of Things (IoT) technology is dramatically reshaping our daily lives. IoT 

devices, as essential elements of the IoT landscape, communicate using a variety of protocols to enable 

smart interaction between devices [1]. However, interruptions in the communication process can 

significantly compromise the efficiency and accuracy of data in IoT devices. The traditional Hamming 

code, a well-known tool for error detection and correction, is widely employed in various 

communication systems. Still, due to its limitations in certain demanding application scenarios, a more 

advanced solution—namely, the extended Hamming code—is required to meet stricter performance 

demands [2]. This paper delves into the implementation of the extended Hamming code within IoT 

devices, focusing on its impact on device communication protocols. The extended Hamming code's role 

in enhancing the communication efficiency of IoT devices, guaranteeing precise data transmission, and 

improving overall device performance is scrutinized. Additionally, the potential of the extended 

Hamming code to bolster the security measures of IoT devices is explored. 
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2.  Related theories 

2.1.  Extended hamming code definition 

Hamming code, a highly regarded method of error detection and correction, uses three check bits to 

encode four data bits, exemplified in the (7,4) Hamming code [3]. These check bits are strategically 

positioned at powers of two, and are generated using XOR operations, ensuring full positional coverage 

for error detection and correction [4]. 

Nevertheless, traditional Hamming code can stumble when confronted with multi-bit errors, like two-

bit errors. This is because the error checking code can overlap with the one produced during a single-bit 

error, making it difficult to discern whether it's a single or double-bit error [5]. To combat this, an 

enhanced Hamming code has been proposed. This version appends an overall check bit, referred to as 

'Pa', to the conventional Hamming code, and introduces an overall check code, named 'Ga'. These are 

both derived from specific XOR operations [6]. The enhanced Hamming code has the capacity to both 

detect and correct single-bit errors, as well as detect double-bit errors [7]. By analyzing the values of 

'Pa' and 'Ga', it can distinguish between error types, thus enabling appropriate corrections. Therefore, 

this enhanced Hamming code holds significant potential for application within the communication 

protocols of IoT devices. As shown in Figure 1. 

 

Figure 1. Schematic diagram of the intersection of each position of the hamming code (photo/picture 

credit: original). 

 G1 = P1⨁D1⨁D2⨁D4 (1) 

 G2 = P2⨁D1⨁D3⨁D4 (2) 

 G3 = P3⨁D2⨁D3⨁D4 (3) 

2.2.  Expand hamming code code system 

In the context of deep space communication, the utilization of the extended Hamming code system is 

principally showcased through its robust capabilities of error detection and correction. Deep space 

communication is characterized by extreme distances, substantial signal degradation, and significant 

environmental noise, leading to a transmission error rate significantly higher than in typical 

communication scenarios [8]. This necessitates the adoption of a robust coding system to ensure 

communication reliability, a role fulfilled by the extended Hamming code. 

At the transmission end of deep space communication, original data is initially encoded into the 

extended Hamming code. Each data bit generates corresponding check bits, and an additional parity 

check bit, 'Pa', is also computed, representing the XOR operation of all data bits and check bits. 

Furthermore, an overall check code, 'Ga', is calculated as the XOR operation of 'Pa', all data bits, and 
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the inverse of all check bits [9]. This encoding procedure ensures that, even in the event of transmission 

errors, the original data can be reconstructed using the error detection and correction mechanism. 

Upon receiving the extended Hamming code, the receiver first checks the overall code 'Ga' to identify 

if any error has occurred. Subsequently, based on the parity check bit 'Pa' and the error detection code, 

the type of error is determined, located, and corrected. This procedure guarantees the data's integrity and 

accuracy, even under conditions of high error rate inherent in deep space communication [10]. 

Furthermore, in comparison with other coding techniques, the extended Hamming code more accurately 

locates and distinguishes errors, particularly in handling multi-bit errors resulting from the complex 

environment of deep space communication. This provides a more reliable error correction mechanism, 

conferring a substantial advantage in high-demand applications such as deep space communication. 

Thus, the use of the extended Hamming code in deep space communication is of paramount importance. 

3.  System analysis and application research 

3.1.  Implementation of extended hamming code code in IoT 

In the communication of IoT devices, Bluetooth, Wi-Fi, and LoRa are three commonly used protocols, 

and extended Hamming code plays a crucial role in these protocols. 

Bluetooth, as a short-range wireless communication technology, is mainly used for small-scale data 

transmission between devices. Due to its limited working distance, signals may be interfered with or 

blocked, leading to data loss or errors. In this case, the extended Hamming code becomes especially 

important. At the sending end, the original data is converted into a binary data stream, and then according 

to the encoding rules of the extended Hamming code, corresponding check bits are generated for each 

data bit, and the overall check bit 'Pa' and the overall check code 'Ga' are calculated to form the extended 

Hamming code. At the receiving end, the device will perform error detection on the received extended 

Hamming code, and locate the error bit according to the error detection code, and make the 

corresponding error correction, thereby ensuring the integrity and accuracy of data even in the event of 

interference or obstruction during data transmission. 

Wi-Fi is a common wireless communication protocol, suitable for high-speed data transmission 

between devices. Due to the long communication distance and fast data transmission speed of Wi-Fi, 

data transmission errors may occur. This requires the use of extended Hamming code for encoding and 

decoding, to effectively detect and correct errors in data, ensuring the reliability of high-speed data 

transmission. Similarly, Hamming code verification processing is performed at both the sending and 

receiving ends. This way, even if errors occur in high-speed data transmission, the integrity and accuracy 

of data can be ensured. 

LoRa is a long-range low-power wireless communication technology, mainly used for the 

construction of wide area networks. Due to its long working distance and low data transmission rate, 

LoRa is more susceptible to environmental noise, leading to data errors. In this environment, the error 

detection and correction capability of the extended Hamming code becomes particularly important. At 

the sending end, the device converts the original data into a binary data stream, and then generates the 

extended Hamming code according to the encoding rules of the extended Hamming code. At the 

receiving end, the device decodes the received extended Hamming code. If errors exist, it locates the 

error bit according to the error detection code and makes corresponding error correction. This way, even 

if errors occur in long-distance, low-speed data transmission, the integrity and accuracy of data can be 

ensured. 

3.2.  IoT device communication 

IoT device communication faces numerous challenges, including noise interference, electromagnetic 

reflections, Doppler effects, and multipath propagation. To address these hurdles, time-varying 

encryption algorithms and extended Hamming accumulation codes have been introduced. The time-

varying encryption algorithm is dynamic and can automatically adjust the encryption strategy according 

to environmental changes, thereby enhancing communication security. Simultaneously, the extended 
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Hamming accumulation code, an effective error correction code, can detect, locate, and correct errors, 

considerably improving communication reliability. This method is particularly beneficial for audio 

signal transmission, where it can drastically reduce the bit error rate. Moreover, the inclusion of Irregular 

Repeat Accumulation (IRA) codes, efficient Forward Error Correction (FEC) codes, provides superior 

performance to turbo codes while maintaining the same coding complexity.. 

3.3.  IoT device performance 

Enhancing IoT device performance requires the adoption of multiple strategies. Artificial Neural 

Networks (ANN) are utilized for Hamming code decoding due to their potent nonlinear fitting abilities 

and parallel processing capabilities. This approach significantly accelerates the decoding process and 

further improves decoding accuracy thanks to ANN's adaptive learning ability. Additionally, extended 

Hamming accumulation codes (EHA) and nonsystematic irregular repeat accumulation codes (IRA) not 

only enhance communication reliability but also optimize the device's energy consumption. The 

performance of IRA codes surpasses turbo codes with the same coding complexity, implying higher 

communication performance at the same energy cost can be achieved. 

3.4.  IoT security 

To strengthen the security of IoT devices, a time-varying encryption algorithm is employed to tackle 

dynamically changing threats. This algorithm can adjust the encryption strategy based on environmental 

changes, thereby improving communication security. Simultaneously, the use of extended Hamming 

accumulation codes and nonsystematic irregular repeat accumulation codes (IRA) not only enhances 

communication reliability but also fortifies the system's security. These codes can detect and correct 

errors during the transmission process, thus preventing malicious attackers from exploiting these errors 

to attack the system. Furthermore, the use of Artificial Neural Networks for decoding, thanks to ANN's 

adaptive learning ability, can improve the accuracy of decoding, thereby further enhancing the system's 

security. 

4.  Experimental methods 

In this study, a series of experiments were designed and conducted to test and validate the performance 

of extended Hamming codes and artificial neural networks in IoT devices. Initially, a simulation of an 

IoT communication environment was established, which included devices for simulating potential 

interferences such as noise, electromagnetic reflection, Doppler effects, and multipath propagation. 

Within this environment, the impact of integrating extended Hamming codes on the communication 

performance of IoT devices was observed. 

The experimental method for extended Hamming codes mainly includes the following steps: 

Construction of the generator matrix: Firstly, a generator matrix was built, which is used to multiply the 

input message bits to get a codeword. The generator matrix is composed of a kxk identity matrix and a 

kxr parity-check matrix, where k is the number of message bits and r is the number of parity-check bits. 

Design of the decoder: The input to the decoder might be a received codeword with or without errors. 

In order to detect and correct errors, a parity-check matrix was utilized. The parity-check matrix is made 

up of the transpose of the parity-check matrix and an identity matrix. Design of the extended Hamming 

codes: The proposed extended Hamming code design includes an encoder and a decoder for reliable 

data transmission. With this extended Hamming code technique, single bit and double adjacent bit errors 

can be identified and corrected. In the encoding part, the parity-check bits are calculated and appended 

with the message bits for transmission. At the decoder end, if any errors exist, they are corrected, and 

the parity-check bits are removed. The uncorrected data is then sent as output. Furthermore, artificial 

neural networks were also employed for Hamming code decoding, and the performance and efficiency 

of ANN in the decoding process were studied. The specific experimental methods are as follows: Weight 

initialization: At the beginning of training, small random values were assigned to the weights. 

Calculation of forward responses: Neurons in the input layer receive input patterns. These neurons 

pass this information to neurons in the hidden layer. The hidden layer neurons calculate the output using 
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a nonlinear activation function and the weights from the input to the hidden layer, as well as the input. 

The output of the hidden layer neurons becomes the input for the output layer neurons. Error 

backpropagation: The error between the target output signal and the actual output signal was calculated, 

and for all training inputs, this error should be minimized (possibly zero). Weight update: Based on this 

error, the weights between the hidden-output layer and the input-hidden layer were updated. 

A dedicated testing platform was used, allowing for detailed performance testing of devices under 

controlled conditions. The platform was utilized to assess the performance changes brought about by 

the introduction of extended Hamming codes and artificial neural networks, such as data transmission 

speed, transmission accuracy, and device operation efficiency. The innovation of this method lies in its 

ability to not only detect and correct single bit errors but also detect and correct double adjacent bit 

errors. This is extremely important for improving the reliability of data transmission. At the same time, 

artificial neural networks were used to decode the received data, which is a method of real-time 

operation, self-organization, and adaptive learning. This method has high efficiency and accuracy when 

dealing with complex decoding problems. 

5.  Challenges 

Despite promising results obtained from the research, several challenges persist in the practical 

application of the extended Hamming code. Although theoretically, the extended Hamming code 

enhances communication reliability, its efficacy could be influenced by factors such as the complexity 

of the communication environment, performance constraints of the devices, and hardware and software 

limitations to realize extended Hamming codes. 

Furthermore, while artificial neural networks (ANN) have been proven effective for Hamming code 

decoding, handling of large-scale data and high-speed data transmission may present challenges. The 

requirement of substantial data and computational resources for ANN training could be problematic in 

resource-constrained environments. 

Lastly, combined use of the extended Hamming code and ANN may give rise to new problems, such 

as how to effectively integrate these two technologies, and how to balance their impact on system 

performance and security. 

6.  Conclusion 

This study underscores the immense potential of utilizing extended Hamming codes and Artificial 

Neural Networks to enhance the communication performance and security of IoT devices. Experimental 

outcomes suggest that these technologies can substantially augment data transmission speed and 

precision, elevate the operational efficiency of devices, and bolster device security. However, despite 

these promising findings, certain obstacles still persist when it comes to real-world applications. These 

include constraints related to hardware and software when implementing complex extended Hamming 

codes, and issues associated with managing large-scale data and high-speed data transmission. 

Consequently, there is an urgent need for future research to delve into how these challenges can be 

surmounted to maximize the advantages of these technologies. Furthermore, exploring the joint 

utilization of extended Hamming codes and ANN warrants further investigation. Although each 

technology brings its own set of benefits to the table, identifying an effective synergy to attain superior 

performance and heightened security remains an open question. In conclusion, this study introduces 

fresh perspectives and innovative ideas towards the optimization of IoT devices. It is our hope that these 

insights will inspire future research to propel advancements in this field and offer practical guidelines 

for the design and implementation of IoT devices. 
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