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Abstract: With the popularity of the Internet and electronic devices, the rate of
telecommunication fraud is getting higher and higher. Most of the current research focuses
on the prediction of telecom fraud through machine learning. This study, on the other hand,
focuses on the people who have been defrauded and finds out how people's internal factors
—"cognitive flexibility", "critical thinking", "material desires" and social attributes
influence "vulnerability to Telecom Fraud", trying to find out which mental characteristics
make people more vulnerable to telecom fraud. This study uses SPSS 25.0 software for data
analysis and draws results and conclusions through the methods of questionnaire survey and
hypothesis testing. It discovers both cognitive flexibility and critical thinking are negatively
correlated with vulnerability to telecom fraud, meaning that people with more cognitive
flexibility and critical thinking were less likely to be telecom scammed. It also finds that
people with higher disposable income are also more vulnerable to wire scams. Finally, this
study discusses the discovered insights and put forward constructive suggestions for
scholars and related departments.

Keywords: Telecommunication fraud, cognitive flexibility, material desires, vulnerability to
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1. Introduction

Fraud refers to that when an individual deliberately misrepresents facts for their benefit by
“promising to provide goods, services or other financial benefits that do not exist or are not
intended to be provided”, and attempts to mislead another person [1]. Fraud is a common and
serious social "sickness" in the world [2]. According to statistics, the annual loss caused by fraud in
the world reaches 5.127 trillion US dollars. Fraud affects millions of people and bears huge costs
for individuals and society [3.4].

With the popularization of the Internet, a new type of fraudulent method— telecommunication
fraud was born and became more and more popular among fraudsters. Telecom fraud refers to using
modern technology and the means of communication to obtain people's information and commit
fraud crimes against people. This includes, but is not limited to, fraud through social networking
platforms, gaming platforms, job hunting platforms, or direct phone calls [5]. Telecommunication
services have penetrated every aspect of people's daily lives. While it brings convenience to people,
it is also used by criminals. With the intervention of high-tech communication tools, the scope of
the crime and the number of objects is far more than the ordinary fraud crime [6]. Nowadays,
telecommunications fraud has become the main method of fraud for criminal gangs, and more and
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more people have been harmed by telecom fraud. The "Telecom and Internet Fraud Judicial Big
Data Report" shows that the number of Internet fraud cases from 2016 to 2018 ranked first among
all cybercrimes, accounting for more than 30%. In addition to frequent cases, losses are also
increasing. According to statistics, from 2014 to 2019, the per capita loss caused by online fraud has
increased year by year. In 2019, the per capita loss reached 24,549 yuan, a record high. Internet
fraud has become a recognized "social cancer" and a social nuisance that violates the safety of
citizens' property [7].

Nowadays, there are numerous studies on telecom fraud, but most of them focus on the
prediction and analysis of telephone fraud. For example, Yu Chenchen et al. focus on using
AI@TSS technology (Intelligent Technical Support Scam Aware System) to predict and analyze
telecom fraud [8]; Xu Hongkui used the BilSTM of Attention mechanism to predict fraud calls [9];
Yang Jiankun does the research from another perspective, based on user behavior analysis to
identify fraud phone [10].

Although it is very meaningful to use artificial intelligence to automatically detect and block
telecom fraud, today, we can't totally rely on Al to do this kind of work, and their efficiency is far
from enough [11]. At present, there is very little research on the “people” part of telecom fraud, that
is research about what internal or external factor may lead a person to be telecom frauded, that is,
what factors may lead people to be cheated by telecom fraud, and this kind of research is also very
important. In the face of telecom fraud, the most important part is the people to make decisions [12],
and "people" are the weakest part of these fraud prevention links. Lots of focus should be put on the
“people” ’s perspective when study on the topic of telecom frauds.

2.  Literature Review
2.1. Previous Research on Cognitive Ability

Cognitive ability refers to the ability to accept, understand, analyze, and use knowledge. Cognitive
ability plays an essential role in the personal characteristics of middle-aged and elderly people [13].
Judges and Gamble, argue that aging causes cognitive decline in middle-aged and older people and
that the aging brain increases the likelihood of deceptions and the number of such deceptions.
Gamble et al also argues that objective and subjective financial literacy decrease with cognitive
decline in older adults, which directly leads to greater vulnerability to fraud [14,15]. James also
reached a similar conclusion and found a clear negative correlation between financial literacy and
the probability of fraud in the elderly [16].

2.2. Previous Research on Cognitive Flexibility and Critical Thinking

Cognitive flexibility is a kind of cognitive ability, and it is very important. Cognitive flexibility
refers to an individual's ability to change cognition freely in response to different stimuli or
environmental changes [17]. Research has shown that people with higher cognitive flexibility have
the stronger problem-solving ability, interpersonal communication ability, and more comprehensive
coping styles [18]. And that gave an insight that cognitive flexibility can be an important reason to
decide whether an individual is gullible.

Critical thinking reflects the rational reflection ability of individuals. People with strong critical
thinking are good at evaluating, analyzing, and interpreting problems from multiple perspectives,
comprehensively considering the evidence, concepts, background knowledge, and other information,
and have highly complex thinking abilities and Cognitive characteristics [19]. A related study has
found that gullible people have lower cognitive complexity and poorer thinking skills than other
people [20]. That gave an insight that critical thinking may be a factor that impacts people’s
vulnerability to fraud.
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2.3. Previous Research on Material Desire

Material desire refers to the willingness to pursue material, such as money or luxury. When people
are overly focused on their instinctual needs and desires (such as monetary rewards), their actions
are often intuitive and instinct-driven, lack thoughtfulness, and tend to ignore the consequences of
their actions [21], which means once a fraud victim’s greed or other instinctual motives are
activated, thinking about the legitimacy of a transaction other than money or other rewards is
greatly reduced or even eliminated.

3.  Hypothesis Development
3.1. Negative Impact of Cognitive Flexibility on Vulnerability Toward Telecom Fraud

People with high cognitive flexibility can quickly become aware of their environment, and they can
adjust their cognition even when the environment changes [17]. Thus, people with high cognitive
flexibility tend to be more flexible in their thinking. When wire fraud occurs, the scammer often
creates a specific situation for the victim, which can lead them to fall into the trap. Cognitively
flexible people are more likely than others to be aware of the scammer's trap and avoid being
scammed.

Hypothesis 1: Cognitive flexibility is negatively correlated with vulnerability to telecom fraud;
that is, the higher the cognitive flexibility, the less vulnerability to telecom fraud.

3.2. Negative Impact of Critical Thinking on Vulnerability toward Telecom Fraud

Critical thinkers tend to consider multiple aspects of an event. When in a telecom scam, people with
strong critical thinking tend to not believe what the liar said and suspect the veracity of what the liar
said. Therefore, people with critical thinking are often more difficult than others to scam.
Hypothesis 2: There is a negative correlation between critical thinking and vulnerability to
telecom fraud, that is, the more critical thinking, the lower the vulnerability to telecom fraud.

3.3. Moderating Effect of Material Motive on the Relationship between Independent
Variables and Vulnerability to Telecom Fraud

People who pursue material interests more often lack reason when pursuing the material they want
[21]. In scams, scammers often throw out benefits to lure people into the scam. Those who pursue
profits are often more affected by this temptation and thus fall into the trap of liars.

Hypothesis 3: Material interest pursuit plays a negative moderating effect between cognitive
flexibility and vulnerability to telecom fraud, that is, the stronger the material interest pursuit, the
less the effect of cognitive flexibility to vulnerability to telecom fraud.

Hypothesis 4: Material interest pursuit plays a negative moderating effect between critical
thinking and vulnerability to telecom fraud, that is, the stronger the material interest pursuit, the less
the effect of critical thinking on vulnerability to telecom fraud.

3.4. Effect of Social Attributes on Vulnerability to Telecom Fraud

Individual social attributes are different, and these differences can easily become factors affecting
everyone's thinking patterns and behaviors. Therefore, in our research model, we believe that each
person's social status, for example, age, education, work status, marital status, etc., will affect their
vulnerability to telecom fraud. Because the influence of social attributes is not the focus of this
study, it will be conducted data analysis and draw insights, but no hypothesis test on it.
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4. Methodology
4.1. Research Design

The cross-sectional design is adopted in this study (that is, multiple objects are investigated and
measured at the same time). Since the factors of variables we attempt to measure will not change in
a short time, the influence of time on the experiment can be ignored in the study. After obtaining all
the data indicators required for the same period, we will conduct a hypothesis testing analysis and
finally get the results.

4.2. Samples and Sampling Methods

The main research object of this study is towards Chinese people, so we will conduct a sample
survey in this group. This study intends to use the method of distributing questionnaires online. The
advantages of this method are 1, widespread, and not limited by geographical factors. Since our
research object is Chinese people, to eliminate the problem that the samples obtained from a single
region may not represent the whole population, it needs to invite people in several cities across the
country to fill out the questionnaires, which can be easily solved through an online questionnaire. 2,
easy to collect and analyze, and the online questionnaire is more conducive to statistical and
analytical work after collecting samples.

4.3. Questionnaire Design
4.3.1.Material Desire

This study uses the Materialism Values Scale compiled by Li Jing and Guo Yongyu, which includes
13 questions, of which 5 are reversed. This scale can accurately measure people's material desire
dimension with concise questions.

4.3.2.Cognitive Flexibility

The Chinese version compiled by Dennis and Vander Wal and revised by Wang et al. [22] was
adopted to measure cognitive flexibility. The scale includes 20 questions.

4.3.3.Critical Thinking

This research questionnaire adopts the simplified version of the Chinese Critical Thinking Trait
Scale that Huang used in her research [23]. The full version of the Critical Thinking Inventory
(CTDI-CV) has a total of 70 questions. Too many questions may cause fatigue and boredom among
the respondents, which is not suitable for questionnaire sampling. The simplified version of the
critical thinking scale collects the most representative 18 questions in the full version of the scale so
that it can accurately measure the characteristics of critical thinking, and it is more conducive to the
filling and collection of questionnaire data.

4.3.4.Vulnerability to Telecom Fraud

We intend to ask respondents if they have been victimized by telecom fraud (e.g., swiping part-time
scams, game top-up scams, impersonating customer service fraud, public security law fraud, etc.),
how many times have they suffered, and the amount of property they have lost, to measure the
individual’s vulnerability to fraud.

The questionnaire uses the 6-point Likert scale, which avoids people's more neutral attitude in
choosing options than a five-point scale [24], thereby avoiding the situation where most people
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choose the middle option without expressing their attitude. At the same time, to avoid the situation
where someone fills in the questionnaire casually, this questionnaire sets a screening question in the
middle of the question — what is the number “2” plus “3” equal, questionnaire with an option other
than “5” will be excluded from the data analysis. This can greatly improve the reliability of the
questionnaire.

S.  Data Analysis & Hypothesis Test Results
5.1. Descriptive Statistics

A total of 307 questionnaires were collected in this questionnaire survey, but one of the
questionnaires chose the wrong answer to the screening questions. This questionnaire was filled
casually and will not be included in the data analysis. Therefore, the total number of questionnaires
we received was 306. As shown in chart 1, among the 306 people, 123 had the experience of being
scammed by telecommunications, and 183 had no experience of being scammed by
telecommunications.

Did you
experience

telecom

fraud
before?

Hves
W o

Figure 1: Distribution of Experience of Telecom Fraud.

5.2. Preprocessing of the Data

When measuring "cognitive flexibility", "critical thinking" and "material desire", the relevant
forward questions are summed, the scores of all reverse questions are subtracted, and the final
average is obtained to represent the value of the variable. When measuring the score of
"vulnerability to telecom fraud", those who have never experienced telecom fraud are recorded as
"0" points. At the same time, research also included the amount of loss of property by telecom fraud
in the scoring item. The more the amount, the higher the score. Finally, we averaged the scores for
"Number of Telecom Frauds Experienced" and "Amount of Property loss in Telecom Fraud" to get
a score for "Vulnerability to Telecom Fraud".

Because most people have no experience of being scammed by telecommunications, this leads to
a large part of the data in the variable of " Vulnerability to Telecom Fraud" being "0", which makes
the data extremely unbalanced, and not conducive to the subsequent hypothesis testing analysis.
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Therefore, the data needs to be balanced. 85 pieces of data are randomly deleted from the data of
people who have not experienced telecom fraud, so as to obtain relatively balanced data.

5.3. Correlation & Hypothesis Test Results

Correlation analysis was performed on the processed data, and the results showed in Table 1. From
the matrix, we can see that vulnerability to telecom fraud has a significant negative correlation with
both cognitive flexibility and critical thinking, but its relationship with material desire is not
statistically significant. At the same time, cognitive flexibility was also significantly positively
correlated with critical thinking, and critical thinking was significantly negatively correlated with
material desire.

Table 1: Correlation Matrix.

Cognitive ~ Material Critical ~ Vulnerability to
Flexibility = Desire Thinking  Telecom Fraud

Cognitive Flexibility 1
Material Desire 0.148 1

Critical Thinking -0.598 -0.171 1

Vulnerability to Telecom -0.188 -0.04 -0.157 1
Fraud

**Correlation is significant at the
0.01 level (2-tailed)

*Correlation is significant at the
0.05 level (2-tailed)

5.3.1.The Direct Effect of Cognitive Flexibility& Critical Thinking on Vulnerability to
Telecom Fraud

In the linear regression analysis of cognitive flexibility and vulnerability to telecom fraud, the
normalized beta was -0.188, and the p-value was equal to 0.017 (<0.05); this indicates that
cognitive flexibility has a statistically significant negative effect on vulnerability to telecom fraud;
that is, the higher a person's cognitive flexibility, the less susceptible he is to telecom fraud. As a
result, Hypothesis 1 is supported.

Similarly, in the linear regression analysis of critical thinking on vulnerability to telecom fraud,
the results showed that the adjusted beta was -0.157, and the p-value was equal to 0.047 (<0.05),
and there was also a statistically significant negative linear relationship between two variables,
which means that the more critical a person is, the less susceptible he is to telecom fraud. Therefore
hypothesis 2 is supported.

5.3.2.The Moderating Effect of Material Desire on Relationship between Independent
Variables and Vulnerability to Fraud

In this study, the moderating effect was tested by examining the variation of the R-square before
and after the introduction of the interaction term between the independent variables and the
moderating variable. In the measurement of the moderating effect of material desire on perceived
flexibility and susceptibility to telecommunications fraud, the R-square before and after the
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introduction of the interaction term did not change significantly (p=0.09, >0.05), so the material
desire doesn’t have a statistically significant impact on the relationship between cognitive flexibility
and vulnerability to telecom fraud (p=0.09, >0.05). Similarly, when studying the moderating effect
of material desire on the other group, the R-square before and after the introduction of the
interaction term was not significant either (p=0.313,>0.05), so the relationship between critical
thinking and vulnerability to telecom fraud is also not impacted by material desire significantly.
Therefore, Hypothesis 3 and Hypothesis 4 are rejected.

Table 2: Hypothesis Test Result.

Hypotheses Test Results Significant level (P Value)
Hypothesis 1 Supported 0.017
Hypothesis 2 Supported 0.047
Hypothesis 3 Rejected 0.090
Hypothesis 4 Rejected 0.313

5.3.3. The Effect of Social Attributes on Vulnerability to Telecom Fraud

We use ONE-WAY ANOVA to determine whether social attributes are a factor that affects a

% ¢ 99 ¢

person's vulnerability to telecom fraud. We separately analyzed “gender”, “age”, “education level”,
“employment status”, “marital status”, “number of household members”, and “disposable income”
to explore whether these factors affect a person's vulnerability to wire fraud. Through ONE-WAY
ANOVA analysis, we found that there is no difference in vulnerability to telecom fraud among
groups of different gender, ages, education levels, work status, marital status, and the number of
household members (p>0.05); however, among people with different disposable incomes, their
vulnerability to telecom fraud is different, and the ANOVA test results are statistically significant,
with a p-value of 0.0001 (<0.05). Through further POST HOC TEST, we found that this difference
mainly comes from people with a monthly disposable income of 20,000 yuan. Through figure 1, we
can find that people with a monthly income of more than 20,000 yuan are more vulnerable to
telecom fraud.
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Figure 2: Distribution of Vulnerability to Telecom Fraud in Different Disposable Income.

Table 3: ANOVA Test Result.

Social Status Whether an Influencing ANOVA Test Significance
Factor

Gender NO p=0.74
Age NO p=0.69
Education Level NO p=0.94
employment status NO p=0.87
marital status NO p=0.09
household members NO p=0.14
disposable income YES p=0.00

6. Discussion& Recommendation

Through the results of the research, it can be seen that the improvement of critical thinking and
cognitive flexibility can reduce the probability of people being scammed. Relevant departments can
use this article as theoretical support to focus on anti-fraud propaganda for specific groups of people,
the basic of anti-fraud is to start with the public. The relevant departments can design specific
activities or promotional videos to emphasize the importance of cognitive flexibility and critical
thinking and hold activities to improve the public’s cognitive flexibility and critical thinking. At the
same time, the relevant departments should also focus on groups of people who lack these two
characteristics and focus on their education and publicity to effectively carry out anti-fraud work.

This study also pointed out that high-income people are more vulnerable to fraud than other
groups, which may be because high-income people experience more scams, and the amount of
money they are defrauded each time is larger, which makes them more likely to become victims
than others. The anti-fraud department should pay more attention to the fraudulent situation of high-
income groups to effectively prevent more losses.
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In addition, this study can be used as a reference for related research in the future. When
studying factors affecting fraud or researching models for predicting fraud, this study can be used as
a reference for more in-depth research.

7. Limitation of the Research

This study used the method of a questionnaire survey to obtain data. Although this method is
relatively simple and efficient and can obtain primary data, it has some shortcomings. First, the
information filled in by the respondents is not necessarily true. They were all defrauded in the past,
and their mental characteristics surveyed in the questionnaire are their current characteristics. They
may have changed their mental characteristics over time, which can lead to inaccuracies in the data
we measure, especially when they experienced telecom fraud long ago.

In addition, the respondents of the questionnaire may intentionally or accidentally fill in some
data incorrectly. For example, when investigating whether they have been frauded before, the
interviewees may not be willing to admit the fact that they have been frauded, or they may not be
aware of it [25, 26], on the other hand, some individuals who have not experienced telecom fraud
may not be because they are not easy to fraud, but because they have not encountered the
corresponding fraud situation. These situations can make data can't represent the fact [27].

In addition, due to the limited time for collecting the questionnaires, we only collected 306 valid
questionnaires in total. Although this is sufficient for data analysis and conclusions, the
persuasiveness in many places is still limited.

8. Conclusion

This study focused on investigating the influence of internal factors on vulnerability to telecom
fraud. The data were collected through the questionnaire survey, and SPSS 25.0 was used for
questionnaire data analysis. Finally, it was concluded that both cognitive flexibility and critical
thinking had a direct negative effect on vulnerability to wire fraud, and material desires did not
affect the effectiveness of the two variables on vulnerability to telecom fraud; that is, the higher a
person's cognitive flexibility and critical thinking, the less likely he is to be telecom scammed, and
the relationship is not affected by the person's material desires.

This study introduces the number of times experiencing frauds and the amount of property being
frauded, and uses the method of aggregating and averaging to change the binary variable of
"whether you have been frauded " into a linear variable —"vulnerability to telecom fraud", this step
makes the dependent variable refined, and then their relationship with the growth and change of
thinking characteristics is analyzed. This study can provide a reference for further policy and
scholars in the related fields of fraud prevention.

At present, the types of telecommunications fraud have not been classified in this study. The
influencing factors of different types of telecom fraud may be different. Scholars who conduct
related research in the future can consider further in-depth types of telecom frauds. In addition,
future research can also study the external characteristics that affect the degree of fraud, and
combine internal and external factors to better forecast telecom frauds using machine learning and
artificial intelligence.
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