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Abstract: In the epoch of big data and the ubiquity of mobile internet, the sanctity of personal
privacy on social media platforms is increasingly imperiled. As communicative exchanges
on these platforms become nearly instantaneous and pervasively ubiquitous, the demarcation
between corporeal experiences and digital interactions becomes increasingly nebulous,
thereby augmenting the intricacy of privacy conundrums. The digital transmutation and
incessant circulation of personal datum, magnified by avant-garde big data technologies,
intensify the wvulnerabilities surrounding user confidentiality. Concurrently, societal
conceptualizations of privacy undergo a paradigmatic shift, compelling a recalibration
between the imperatives of privacy preservation and the exigencies of personal information
exploitation. This investigation offers a perspicacious dissection of the historical trajectory
of privacy, elucidates the manifold challenges engendered by the disclosure propensities of
social media aficionados, and delineates prospective regulatory paradigms. The overarching
aspiration is to promulgate efficacious stratagems for safeguarding personal privacy on social
media amidst the contemporary digital renaissance.
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1. Introduction

Since the 20th century, the rapid evolution of internet technology has ushered in the era of big data
and mobile internet. These technologies have deeply influenced the processes of data collection,
storage, and utilization across numerous sectors [1]. In contemporary society, the amalgamation of
powerful smart devices, a plethora of service applications, and swift expansion of network
connectivity has substantially heightened the risk of online users' privacy breaches, whether
intentional or inadvertent [2].

Current academic discourse displays an escalating interest in the study of personal privacy
disclosure and corresponding countermeasures within the realm of mobile internet. This domain has
burgeoned over time, further enriching our understanding and insights [3]. The 1960s marked a
pivotal moment with the global surge of the internet, catalyzing the evolution of mobile internet
communications. The subsequent introduction of wireless access by carriers coupled with rapid
advancements in mobile internet technology has resulted in monumental leaps in modern mobile
communications [4]. In the prevailing era of social media, individuals predominantly resort to devices
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such as smartphones and tablets to access the mobile internet. This facilitates the swift dissemination
of a voluminous amount of information, intertwining various facets of daily life [5]. A report by the
China Internet Network Information Center (CNNIC) unveiled on March 2, 2023, indicates that as of
December 2022, the number of online users in China escalated to 1.067 billion, marking an
augmentation of 35.49 million from December 2021. This corresponds to an internet penetration rate
of 76.6% [6]. Such metrics accentuate the significant surge in internet user base. The ubiquitous
adoption of the internet combined with the evolution of modern media information technology has
thrust the digital era into an epoch of pronounced expansion [7].

Eminent scholars, such as Daniel Solove, have postulated this era as the "privacy-unprotected era,"
introducing concepts such as "zero privacy" [8]. In the mobile internet age, the definition of personal
privacy pivots around the proprietary nature of personal information and data, which is discernibly
distinct from conventional notions of privacy. This encapsulates personal details ranging from names,
phone numbers, and home addresses to occupations, ID numbers, and confidential passwords [9].
However, the metamorphosis of the internet has engendered significant shifts in the dimensions,
attributes, manifestations, and protection modalities of privacy. Instances encompass internet-based
doxxing, which has stoked societal apprehensions, the proliferation of private message leaks through
screenshot-sharing, misuse of facial recognition technology in public domains like hotels, banks, and
airports, and the propensity of social media applications to gather user data and autonomously
dispatch associated content. These evolving privacy concerns underscore the palpable breaches of
individual privacy in the digital domain [10]. This necessitates a holistic reassessment of the
formidable challenges poised against personal privacy in the contemporary societal and technological
milieu and the foundational metamorphoses unfolding in the internet age.

The primary objective of this research is a methodical scrutiny and dissection of the pertinent
academic contributions in this arena. By anchoring on the cornerstones of big data, mobile internet,
social media, privacy security, privacy disclosure challenges, and the prevailing societal framework,
this study probes into the contemporary manifestations of personal privacy disclosure and its potential
counteractive measures. The ambition is to furnish readers with a lucid understanding of the dynamic
evolutions and pivotal trajectories in this domain.

2. Literature Review
2.1. Privacy

In contemporary America, the concept of privacy is multidimensional, and scholars have presented
diverse interpretations and definitions. A pivotal idea that emerges is that of "control" [11]. In
particular, some American academics argue that privacy symbolizes "control over personal
information" [12]. This notion of privacy is highly adaptive, evolving alongside shifts in information
communication technology. As a result, the very essence of privacy corresponds with the
technological landscape of its time. This dynamic has led to an expansion in the conceptual
boundaries of privacy as information communication technology has advanced. Originally perceived
as a right to solitude, the concept of privacy has now metamorphosed into a countermeasure to the
challenges that economic and technological developments pose to human rights [13].

Vincent [14] provides a detailed chronology of privacy in his work, "A History of Privacy." He
demarcates its evolution into five distinct epochs: the pre-privacy era (1300-1650), the era of privacy
coupled with communication (1650-1800), the period of prosperity (1800-1900), modernity (1900-
1970), and the digital age (1970-2015). Moreover, he remarks, "The decline of privacy was initiated
in the mid-1960s, characterized by burgeoning debates and literature on the subject" [15].

Technological strides have shifted privacy's locus from tangible spaces to the digital domain [16].
During the 1920s and 1930s, the ascendance of printing technology and the telegraph transformed
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newspapers into principal information sources. Concurrently, the surge in tabloid newspapers and
advances in photography posed novel challenges to individual privacy [17]. By the 1960s, the advent
of computer technology meant digital data began to supersede textual records as the predominant
medium for information documentation and storage. This evolution accelerated the pace of
information gathering, rendering data storage and retrieval more versatile, and, in the process,
reshaping the contours of personal privacy [18]. Vincent emphasized in the 1970s that the meaning
of privacy transitioned to spotlight individual anonymity over the sanctity of private spaces.

With the dawn of the social media age, the ubiquity of social networks and the mobile internet
created a novel paradigm. Individuals commenced generating content and disseminating personal
data, while potent entities like governments and corporations intensified their data collection efforts,
thereby challenging age-old privacy paradigms [19]. Nissenbaum [20] introduced the concept of
contextual integrity concerning privacy. She stressed that emerging technologies' impact on privacy
should be contextualized, advocating for a harmonious integration of privacy principles within
tangible contexts.

The 21st century heralded the smart media age, where the emergence of digital identities rendered
personal data a pivotal component of privacy [21]. Data harvesting methods have become more covert
and exhaustive. Contemporary social media platforms perpetually monitor users' activities, both
online and offline. The potency of data analytics has surged, allowing for the precise unearthing of
obscured personal information via big data's correlation and predictive capabilities [22]. Chinese
academic, Wang Junxiu, underscores that the "informationalization of privacy" and the
"privacyization of information" epitomize the hallmarks of the digital era [23]. Some academics
contend that privacy has transitioned from a static construct to a fluid entity, necessitating a context-
sensitive evaluation [24]. It's posited that comprehensive privacy is progressively supplanting
biological privacy. At the same time, concerns are raised that big data analytics might inadvertently
expose personal details [25]. Some scholars note the increasing subtlety and scale of privacy breaches
[26]. With relentless advancements in groundbreaking technologies like big data and artificial
intelligence, the smart era brings forth fresh challenges to privacy norms, redressal mechanisms, and
tenets of autonomy. Privacy's essence is also in flux, transitioning from an individual-centric data
control model to one emphasizing societal control [27].

2.2. Privacy Disclosure Behavior of Social Media Users

Personal disclosure pertains to the act of users revealing personal information, be it intentional or
unintentional. This information can range from personality traits and interests to life experiences and
future plans [28].

The behavior of privacy disclosure among social media users is shaped by numerous determinants.
Current scholarly works predominantly zone in on three main aspects of this behavior:

Motivational Aspects: Studies have delved deep into the underlying motivations that push social
media users towards privacy disclosures [29]. The indispensable role of social media in the lives of
its users is evident, as it offers instant gratification, emotional succor, and valuable social capital [30].
The motivations driving social media utilization align closely with users' emotional needs [31].
Further, social media platforms facilitate users in carving out their online personas and partake in
resource exchanges [32]. In the process of utilizing these platforms, users, driven by their motivations,
are often inclined to disclose facets of their personal lives. Such motivations encompass the aspiration
to swiftly narrow down interpersonal gaps, sustain bonds, amass social capital, and augment
opportunities. Academics have identified the construction of social networks, the quest for economic
gains, the inclination towards self-realization, and the drive to augment discursive authority as the
primary drivers behind such disclosures [33].
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Determinants of Disclosure Behavior: Another realm of exploration is the set of factors that impact
the privacy disclosure behaviors of users [34]. Findings suggest that individuals who encounter
heightened instances of privacy infringements may exhibit amplified privacy apprehensions,
especially if they possess a robust demand for informational privacy [35]. Yet, an escalation in the
demand for information privacy doesn't invariably translate into alterations in ensuing disclosure
behaviors [36]. The degree of trust harbored by users encapsulates their psychological trade-offs
between perceived risks and rewards, inclusive of the perceived benefits derived from personalized
information. The concerns surrounding privacy are intertwined with users' valuation of personalized
information. Recognizing the worth in personalized content galvanizes trust establishment. Other
pivotal determinants include emotional responses and gender [37]. Building on this, some scholars
postulate a negative interrelation between privacy apprehensions and the volume, depth, and
genuineness of social media disclosures. However, individual stress levels can temper this linkage,
with elevated stress levels diminishing the adverse influence of privacy concerns on the extent and
depth of disclosures [38]. Furthermore, the stress-induced moderating effect showcases variation
across genders. Pertinent studies underscore that in the virtual social milieu, a fatalistic emotional
bond to personal privacy oversight correlates positively with interpersonal privacy stewardship [39].

Perception of Privacy Risks: The final focus area of research orbits around the determinants that
shape users' cognizance of privacy-related threats [40]. A subset of studies accentuates the lag in
users' risk perception, highlighting the need for amplified cognitive awareness of holistic privacy.
Certain users might exhibit a lack of alertness towards privacy challenges, display inconsistent
psychological stances, and may not possess an adequate grasp of the modus operandi of data
utilization by platforms and the potential ramifications of privacy breaches [41]. Another line of
thought, emerging from the vast world of big data, suggests that users may juxtapose privacy breaches
as a newfound risk, ranking them lower on the threat spectrum in comparison to more tangible threats
like criminal activities or health hazards [42].

2.3. Challenges and Reasons for Social Media Platform Privacy Issues

The task of ensuring privacy for social media users presents a myriad of challenges. One prominent
concern arises from generational differences in values and behaviors regarding online privacy [43].
For instance, scholars argue that older generations tend to gravitate towards collectivist cultural
values, while younger generations lean more towards individualistic values [44]. This divergence in
values can lead to misunderstandings and confusions among younger users about managing their
online privacy.

Attempting to dissect the underlying reasons for such challenges, the academic community has
introduced the concept of "privacy cynicism." This refers to the prevailing sentiment among users
where they harbor negative perceptions about how online platforms manage and protect user data.
Such cynicism often manifests in feelings of distrust, uncertainty, powerlessness, and a begrudging
compliance with the status quo, further complicating efforts to bolster privacy protections on these
platforms [45].

From a broader perspective, some scholars posit that the omnipresence of social media platforms
has effectively digitized Bentham's concept of the "panopticon" — an all-seeing surveillance system —
where breaches of user privacy are not only rampant but have also become alarmingly normalized
[46]. Adding another dimension to this issue, some argue that the free services proffered by tech
companies invariably come at the expense of user privacy. Given the colossal technological and
financial clout these entities wield, individual users, especially vulnerable demographics such as
teenagers and those with limited media literacy, often find themselves in compromised positions, with
little recourse to assert their privacy rights [47].
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2.4. Regulatory Pathways for Personal Privacy Leakage on Social Media Platforms

The academic community generally classifies the entities that govern social media into three primary
categories: governments, corporations, and civil society [48].

From the perspective of government oversight, some posit that the imminent issues pertaining to
social media governance will largely hinge on regional autonomy spearheaded by national
governments [49]. Conversely, within the sphere of corporate governance, it's believed that internet
corporations set and control the entire framework governing user behavior on social media platforms.
This grants these corporations immense influence over various pivotal junctures [50]. Some analysts
further suggest that these platforms have a unilateral power to enforce order [51]. As for governance
by civil society, multi-stakeholder involvement is deemed necessary to formulate universally
accepted and actionable solutions. Here, international forums and non-governmental organizations
play instrumental roles [52].

The focal points of academic inquiries into social media governance encompass misinformation,
infringement of personal privacy, violation of intellectual property rights, and platform
monopolization [53]. In terms of misinformation, emphasis is placed on issues like fake news,
falsehoods, rumors, extremist content, and explicit material found on social media platforms [54].
Fake news, especially, has attracted considerable attention due to its rapid dissemination, often
outpacing verified information. This phenomenon demands a synergistic approach, utilizing both
technological and societal interventions [55]. On the subject of extremist content, the discourse
underscores the imperative for immediate governance, given the profound challenges confronting
global oversight. There's also been noteworthy progress in safeguarding minors from explicit content
on these platforms [56].

When addressing personal privacy breaches, research primarily zeroes in on the methodologies
adopted by attackers, strategies for privacy protection, and the dimensions of user privacy safeguards
[57]. A common modus operandi among malicious actors involves collating fragmented personal data
to reconstruct comprehensive user profiles, which could lead to dire implications. Concerning privacy
protection, significant emphasis has been placed on safeguarding user location data. Meanwhile, a
number of studies have delved into the extent to which users utilize privacy settings, revealing that a
significant portion neglects to fully exploit the privacy tools available on these platforms [58].

Intellectual property rights on social media platforms, particularly copyrights, are of paramount
importance. While content creators hold the copyrights for original content, platforms retain specific
rights over their usage. Despite some countries updating their legislation to align with the evolving
dynamics of social media, there remains a discernible gap between legal frameworks and
technological progression. This underscores the need for enhanced international legal instruments
and enforcement mechanisms to safeguard intellectual property online [59].

With respect to the monopolization of platforms, scholars argue that phenomena such as network
effects, lock-in effects, and platform effects have culminated in a monopolistic internet landscape.
While such monopolies might initially usher in innovations, in the long run, they might stifle
competition and yield unfavorable outcomes [60].

In summary, the regulatory pathways for social media governance encompass legal measures,
technological means, and company regulations. Legal measures include international laws and
regulations as well as domestic regulatory measures in various countries. At the international level,
an international legal framework adapted to social media governance has yet to be established, and
governments worldwide face challenges in addressing the legal and enforcement issues related to
social media governance. Technological means of governance involve using technology and
algorithms to regulate and influence content and behaviors on social media. Some scholars are
concerned about the potential bias in algorithmic filtering mechanisms, as algorithms may lead to
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information manipulation and platform bias. Finally, company regulations emphasize the importance
of self-management and oversight by social media companies themselves, as these companies play a
crucial role in the day-to-day governance and handling of their platforms.

In conclusion, social media governance is a multi-faceted process involving a wide range of issues,
diverse governing entities, and various governance methods. While there is already a substantial body
of research covering these aspects, the entire process still requires more systematic attention.

3. Conclusion

This paper has undertaken a comprehensive exploration of the issue of privacy, encompassing its
historical evolution, influencing factors, and the regulatory pathways pertaining to the disclosure of
personal privacy by social media users and the leakage of individual privacy on social media
platforms in the era of big data and mobile internet. The origins of privacy issues and the challenges
surrounding their protection are closely intertwined with technological and societal developments.
This constitutes a continually evolving and intricate domain, shaped by the interplay of technological,
societal, and individual factors. Concurrently, social media plays a pivotal role in the lives of users,
serving as a means to attain immediate gratification, emotional support, and social capital. However,
users often exhibit a comparatively low perception of the risks associated with privacy protection.
With the advent of the era of intelligent media, there is an imperative need to reevaluate the
conceptualization and protective mechanisms of privacy to effectively adapt to the ever-changing
landscape of social media. In the context of privacy infringements in the era of big data, there is a
notable disparity in the perceived risk by users, highlighting the necessity for extensive education and
awareness campaigns aimed at augmenting users' privacy protection consciousness. Simultaneously,
from a regulatory perspective, governments, corporations, and civil society all constitute principal
agents in the governance of social media. Consequently, safeguarding privacy necessitates not only
policy and technological support but also an elevation of privacy awareness and capabilities among
corporate users and individuals, with the aim of achieving social control and individual autonomy
over privacy.
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