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Abstract: With the development of the times, the advanced technologies have brought
social life with great convenience. The biometrics has integrated into various aspects of
daily activities. To some extent it may increase the efficiency of life and provide more
methods to protect the security in essential fields. Nevertheless, as the recent creations,
many problems have been exposed during the social practice. All over the world, the giant
companies including Facebook, Twitter and Marriott have been reported in unauthorized
using or selling the bioinformation of users. The absence of supervision and the imperfect
legislation led to large number of illegal behaviors. Biological information is unique and
unchangeable with special risks. Once it is leaked, it will be exposed for whole life. Its
sensitivity and utilization value are much higher than general information, but such actions
will invade customers’ biological privacy. An increasing number of citizens have realized
the fact and become anxiety for the biometric technique. However, the generally consensus
in the academic is that the advantages may outweigh its drawbacks. Therefore, this essay
will analyze the infringements which may be caused in different stages when using
bioinformation and the effective solutions towards them. In order to have a more
comprehensive and logical content, the methods used in creating this thesis including the
case study, regulatory research and the comparative research. It could be discovered that
even though the bioinformation control regimes and protections lacks supervision and
relevant regulatory which has led to practical issues frequently, such technology could
surely benefit humans with correct measures in the long term.

Keywords: bioinformation, privacy protection, biometric technology, systematic
information legislation

1. Introduction

With the rapid development of technology, the high-tech devices have changed the way of citizens’
life and brought convenience to many aspects including trades, medical treatment and transportation.
Nevertheless, exposures of the illegal usage of the bioinformation emerge in endlessly, which has
caused massive social panic [1]. In 2017, the world-famous enterprise Facebook was accused by
collecting biometric data illegally using the facial recognition software. It happens that there is a
similar case in recent years in China. In the case Hangzhou Wild Animal World Co. LTD v Bing
Guo, the zoo, which is the defendant in this case, collected and used the information of tourists’
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fingerprints and facial recognition without their permission. Hangzhou Intermediate People's Court
in Zhejiang has made the judgment demanding the zoo to delete visitors' biometric information to
protect such the sensitive information.

Such cases occurred with an increasing trend globally because of the more and more advanced
technology. The governments have also realized the severity and taken actions to handle with such
crimes. The mainland of China established the Act on the Protection of Personal Information in
2021 in order to clarify the principle in employing users’ bioinformation. The European Union
Committee also implement the Act on General Data Protection Regulation (GDPR) since the May
of 2018. In essence, it could be the compulsive requirements for all market entities in the EU to
unify the standard of data protection. Actually, Illinois in America is the earliest region to enact a
biometric data privacy law all around the world. In 2008, the Illinois legislature unanimously passed
the Biometric Information Privacy Act. According to a survey, the act has been used in the US
District Court for at least 90 times in 2022. It is also the accordance to initiate legal proceedings in
the case related to Facebook mentioned above. It could be discovered that the major countries have
legislated closely to the practice of biometric information privacy [2]. Nevertheless, relevant details
should be further improved and the new phenomenons are emerging continuously. In this occasion,
the essay will illustrate the existing global dilemmas on the protection of biometric information
privacy in reality, giving out some fundamental solutions towards them.

2. Overview of Traditional Types of Bioinformation

The bioinformation could be defined as the information that reflects the state, feature and the mode
of movement of creatures. This word has been invented since the origin of the biological study. But
it only came to the attention of the larger public accompanied with the development of high
technologies. In this circumstance, the bioinformation derives another technique called the
biometric. According to the definition of the US government, a biometric is a measurable biological,
including the contents of anatomical and physiological, and behavioral characteristics that can be
used for automated recognition. These biological features could be directly applied to the usage in
high-tech areas with various functions in different aspects. The biometrics are unique physical
characteristics from person to person, which could distinguish between individuals [3].
Undoubtedly, it addresses a longstanding concern to prove one's identity. The similar method could
be dated back to the second century B.C., when the Chinese emperor Qing has already authenticated
specific seals with the fingerprints. The biometric information has been popularized since the late
19th century and generally combines with other security technologies for instance the smart I.D.
cards and chips.

The practice of bioinformation mainly have three forms.

2.1. Fingerprint

The bioinformation could be defined as the information that reflects the state, feature and the mode
of as the unique feature in different fingers that every person has, the fingerprint is some of the first
and most commonly used types of biometrics nowadays. Since it was invented, the fingerprint
biometrics has been used for decades. The recent advanced technology allows for the more
widespread use of this important tool. The theory to obtain the image of fingerprints is mainly based
on the scanners, including optical scanner, capacitive scanner and ultrasound scanner.

The fingerprint biometrics have several outstanding advantages. They are always with persons
and could not be lost or forgotten. Also such biometric techniques are fast and simple to use with
low cost, with the characteristics of easily deployable and non-transferable. Nevertheless, such data
could be left anywhere the fingers touched and be acquired easily.
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2.2. Facial Features

This facial technology works by creating a digital representation of the facial characteristics through
specific software. Such recognition is accomplished by analyzing the faces’ structures including
eyes, nose and cheekbones. The facial recognition could be divided into the 2D version and 3D
version. The former method is generally considered as one of the fastest methods of biometrics for
the images can be taken without interacting with the individuals [4]. However, the accuracy and
security of it inferiors to the 3D version which needs more details of the facial features. Also, the
flourish of social applications makes it easier to access others’ photos with clear faces. The existed
face detection technique is not adequate for the actual requirement any more in recent years. The
advanced technology has become increasingly necessary in more complicit situations including
learning the changes because of natural aging, illumination changes, and occlusions such as wearing
mask or glasses.

2.3. Iris

As biometrics has advanced in recent years, iris has been considered a preferred trait for its unique
pattern texture, lifetime stability, and regular shape contribute to good segmentation and recognition
performance. According to its definition, iris recognition is an automated method of biometric
identification that uses mathematical pattern-recognition techniques on video images of irises in
individual’s eyes [5]. Invented and patented by John Daugman, the algorithm of this system is quite
complex, making its scanners relatively more expensive compared to other biometric modalities. In
this occasion, it is not that possible to spread this technology into the public. The infrared light it
used also cause harm to irises after constant use. But it should be admitted that the iris recognition
is one of the most accurate biometric modalities. The low false acceptance rate and false rejection
rate directly lead to a higher precision in its results.

3. Possible Infringements in Different Stages When Using Bioinformation

In order to improve the accuracy in specific essential areas including finance, government and
aviation, many sorts of the bioinformation have played a role. Nevertheless, the operations lack of
standardization or even the illegal ones could do harm to individuals’ privacy. The usage of
bioinformation would go through several stages after applying into the practice. All the steps are
able to occur problems which will be analyzed afterwards. Even though the legislation has been
improved in relevant area in recent years, the leftover problems should not be ignored at the
meanwhile.

3.1. Pick-up Information

This collection would be generally considered as the most complicated stage during the whole
procedure. It may involve many legal issues. Such situation happened in the latest case Carpenter v.
McDonald’s Corporation which has been appealed to the federal court in the US. The world-famous
fast-food company was accused for the invasion of bioinformation privacy through its business AI
drive-thru. According to its announcement, McDonald’s AI voice assistant’s voice recognition
technology collects customers’ voiceprint biometrics aiming at improving and providing better and
more accurate services to customers with a tailored experience [6]. The fact is that plaintiff’s
complaint pointed out McDonald did not notify and acquired permission for the customers for their
recordings, which violate the Illinois Biometric Information Privacy Act. According to the BIPA
740 ILCS 14/10, any sorts of biometric information should be permitted before accessing.
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Not only in America, but it has also become a global trend to clarify the public's right in knowing
about the collections of biological privacy. There has been administrative penalty in sales of real
estates and cars because of the violation operations in China. The corporations saved the images of
customers’ facial features and voices to judge if they had been to their sales center to acquaint the
products. With different marketing programs for different customers, they have earned more profits.
Actually, their behaviors are considered illegally with the regulation in the Civil Code of
Personality Rights. In current society for most formal applications and websites, users could
authorize the background to collect and store their private information including the biological ones.
But it could not be denied that some companies bundle the collection of biometric information with
consumption and software applications, forcing the public to voluntarily give up the control and
protection of information [7].

3.2. Storage

The corporations usually have the specialized database to store the information of their customers.
Generally speaking, the storage of such privacy should be stable and safe. However, information
leakage have happened in large modern corporations for many times. Reported by the Reuters in
2022, Facebook was fined by Data Protection Commission of Ireland for 265 million euros. About
533 million Facebook users had their personal data stolen by hackers in 106 countries. Such data
includes their locations, email addresses and bioinformation for instance the facial images for face
ID and fingerprints. It is not unique, the same incidents had occurred in Marriott International Inc.
since 2014. Until it was investigated in 2018, that information included records from up to 500
million guests even with the duplicated ones. If the biological information which are stable once
leaked, the personal rights and interests will be irreparable infringement. It revealed that the storage
of bioinformation should further step up its security measures to resist loopholes like hackers.

3.3. Application

As mentioned above, the platforms need permission to acquire the biometric information of users.
But the concealment clauses or the ambiguous phrasing may cheat the user of the available range of
applications for their biometric privacy. Therefore, the newly enacted Connecticut Privacy Act
which will come into effect since the July of 2023 has focused on this area. It has stipulated that no
more default user consent to enable personalized advertisements. The situation is similar to the
biometrics information. The New York City Biometric Information Privacy Act requires businesses
that collect, retain or use biometric information from customers, to issue formal notices disclosing
their activities and ensuring that customers are fully informed [8]. For example, when the user only
authorizes to use the facial recognition technology when unlocking the account, the operators are
legally prohibited to use such images in transactions.

3.4. Limitation to Transfer Bioinformation to Other Subjects

In the possession of a large quantity records of users’ bioinformation, the corporations could make
small profits but quick turnover with them. Recently the famous car-hailing app in China Didi was
detected that it had over-collected 107 million pieces of facial recognition information from
passengers. Be fined RMB 8.026 billion yuan, the sheer number of violations revealed by Didi
shocked the public. Without ownership, it is at least immoral to sell personal biometrics information.
The illegal use of personal biometric information could be various. They include the deep forgery
technology which can change another person's face into the protagonist of a video, or the speech
recognition technology that can match others’ voice to video or audio. Even worse the publish facial
information of another person on the virtual network may contribute to the cyberviolence called
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cyber manhunt. To prevent such negative impacts, codes in many countries or regions, for instance
the New York BIPC prohibit private entities from profiting by selling, leasing or trading biometric
information. Actions of sharing between enterprises also need to be operated in accordance with the
law and can not be carried out casually.

4. Resolutions towards These Dilemmas

As a part of a growing information society, nowadays the issue of bioinformation security is more
crucial than ever. According to US media reports, more than one thousand class action lawsuits
have been filed since BIPA was introduced. The giants like Microsoft, Google, Amazon and many
other companies have all been accused of violating the act, for example, by using users' photos to
train facial recognition systems without their explicit consent [9]. That has even got some tech
companies into difficulties. It could be found that such measures have had the practical effect, while
more resolutions are greatly needed as new problems arising. The followings are several steps that
this essay illustrated and proposed. In recent years, the leftover problems should not be ignored at
the meanwhile.

4.1. Accelerate the Improvement of Relevant Legal Regime

Law is the final but the most powerful constraint in ruling the codes of practice in the area of
biometric privacy protection. Therefore, the authorities in different countries have realized the
importance of the legislation and have already taken steps. The progress could be different between
countries with different legal system and each has its advantages and disadvantages [10]. In the
Common Law System countries like England, the precedents decided by higher hierarchy courts
can quickly adapt to the latest situations. These cases could set examples on the basic rational
concepts of courts towards the biometric information. As an essential source of law, such
precedents may have dramatic effect on normalizing the usage of users’ bioinformation in these
countries. Nevertheless, for the Civil Law System countries including China, it usually takes a long
period of time and complex procedures to enact a law. Until 2023, China only has the Act on the
Protection of Personal Information. There has been no national special legislation for the
bioinformation except for the local laws and regulations. Derecognition the effect of precedents, it
could be harder to manage the market order in this field.

The relevant legal regime refers to two parts, including the professional standard for biometrics
information, punishment situations and mechanism. It should be the national-wide criterion, acting
as constraints across the whole country. Such regulations mainly considered two subjects as
regulation objects: the government and the enterprises. For the authority, laws and regulations
should clarify the subject qualification that can be allowed to enter the biometrics information
industry by the network information department [11]. If an enterprise is found to have improperly
kept or maliciously leaked the collected personal biological information, its business license should
be revoked. It shall be put into the industry blacklist at the meanwhile. For enterprises, legislation
should set specific requirements and stipulations to make all stages of collecting, storing and
processing biometrics information become open and transparent. Such measure could contribute to
facilitate the assignment of specific responsibilities to specific sections. In addition, companies
should be required to carefully review the credentials of data protection commissioners, conducting
regular internal audits as well as setting up internal data regulators.at the meanwhile.

4.2. Enhance Judicial Relief

Considered as the technological innovation, biometrics information are also accompanied by certain
safety defects. In the case that it is difficult to completely avoid the risk of information loss or theft
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at the present stage, it is necessary for legislation to provide appropriate risk recovery measures. It
could provide timely and effective relief for relevant subjects. Akin to the right to be forgotten,
most laws lack the similar rights which compulsively required the illegal recipients to completely
and permanently delete others’ personal biometrics information. The relief is suggested to regulate
and authorize the courts to set the injunction or restraining order according to application from the
injured party. Even though the privacy of bioinformation may not be materially harmed at this time,
this kind of preventive judicial relief measures could prohibit it from being stored or used in any
form illegally. In addition, in the event of biometrics information being disclosed, the information
controller must fulfill the obligation of informing the security incident to other parties to minimize
the occurrence or expansion of losses.data regulators at the meanwhile.

4.3. Raise Industry Standards and Barriers to Entry

According to the Face Recognition Application Public Research Report (2020) issued by the
National Information Security Standardization Technical Committee of China and other institutions,
the qualification of suppliers in biometrics technology varied widely, while most companies were
even in the early stages. The low industry entry threshold leads to possible dilemmas for citizens in
safeguarding rights of bioinformation, for instance, the companies may disappear or directly file for
bankruptcy [12]. Therefore, the requirements for enterprise qualification should be clearly defined
in order to implement the market entry certification system. Under this circumstance, the relevant
activities can only be engaged after the relevant competent department approves and issues the
license or qualification. It may improve the qualification of the biometrics information to some
extent.

5. Frontier: Genetic Privacy

Accompanied with the development of technology, new sorts of biometric information have
occurred and even applied to the practice. The genetic information, usually known as DNA, has an
gradual effect on various aspects including criminal investigation and medical treatment [13]. As
the latest technique, the privacy of it could be even difficult and complex to protect with no
legislation or few precedents globally. In the American case Maryland v King, the Supreme Court
finally indicated that DNA testing of felony arrestees could exist under the special requirements to
look for and verify its identity. The similar situation happened in China that the authority used
genetic information to search for a serial murderer and raper in 2016, who had been disappeared for
nearly twenty years. While praising that DNA collection of arrestees aids in the accuracy of the
criminal justice system, the public start to query whether such bioinformation could be used
randomly by public institutions. As the most advanced method nowadays, the lack of regulation
brings disorder to the criminal justice practice. Such arrests have sparked a fierce debate about the
storage, disclosure and use of genetic data in the digital era [14]. As the essay mentioned above,
with the progress of science and technology, the biometrics information may contain more types
including the gene information. The authority is ought to pay more attention to adapt the rapid
changes of practical bioinformation privacy protections.

6. Conclusion

As the cognition level of human in this field improves, the biometric technology will take on more
forms and continue to revolutionize practice. It should be admitted that the biometrics have had
huge beneficial impacts in citizens’ life. However, on this occasion, more disputes may occur. The
multiple attributes of individual bioinformation legal interests include the protection of privacy,
personality and property. Under the circumstances of sudden and increasing bio-security risk factors
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and potential threat factors, the pursuit of public safety has become the general mentality and
legislative choice of the state and the public. It has been realized that the leakage of bioinformation
may lead to serious implications which should be prevented through the joint efforts of the whole
society. Relevant stakeholders should abide by the legal provisions and moral bottom line and
consciously protect the security of users' biological information. Also, there is still a long way for
the authorities to improve and consolidate relevant legal regulations. It could be estimated that the
bioinformation would bring the humans with a promising future in numerous aspects with the
correct specifications.
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