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Abstract. The development of Artificial Intelligence (Al) in healthcare has had a significant
impact on healthcare. Al in healthcare can provide more accurate diagnoses and interventions
for patients. Al can predict, diagnose, and treat diseases, facilitate the maximum use of healthcare
resources by integrating medical information, increase efficiency, and reduce overcrowding of
healthcare resources. However, the application of Al in healthcare also faces challenges such as
accountability, algorithmic security, and data privacy. This paper discusses the application of Al
in healthcare and explores the challenges faced by Al, including accountability traceability, al-
gorithmic safety, data security, and ethical issues, and makes targeted recommendations. This
study provides an in-depth exploration of the application of Al in healthcare, helping to improve
the accuracy and efficiency of Al applications in healthcare, as well as providing necessary guid-
ance and references for optimizing and enhancing Al technologies.
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1. Introduction

The introduction of artificial intelligence (Al) has had a substantial impact on the healthcare industry.
Topol et al. state that Al can facilitate clinical workflow by fostering healthcare data collection and
medical information organization [1]. This suggests that Al applications in healthcare can help improve
medical efficacy, resulting in Al's growing influence in the healthcare industry, particularly considering
numerous global health issues. As life expectancy increases and fertility rates decline in the 21st century,
the proportion of the geriatric population continues to rise. By the end of the century, more than 30
percent of the European Union's population will be 65 or older [2]. Biologically speaking, cellular and
molecular injury accumulation causes human aging [3]. This implies that as people age, their health
deteriorates progressively, with common symptoms including hearing loss, osteoarthritis, diabetes, and
dementia [4]. Nearly 95% of the elderly suffer from at least one chronic disease, and 80% suffer from
two or more chronic diseases. Chronic diseases can reduce patients' independence, requiring elderly
patients to rely on long-term care from institutions or families to perform daily tasks. According to the
World Health Organization statistics, by 2030, more than one-sixth of the world's population will be
over 60 [4]. Many vulnerable elderly individuals in poor health will place an immense strain on limited
medical resources. In 2013, the European Union had a 1,6 million healthcare employee shortage. This
shortage is anticipated to reach 4,1 million by 2030 based on a pattern of continuous expansion [5]. The
accelerated aging of the population will increase the severity of the shortage of medical personnel. The
application of Al in the medical and healthcare disciplines can maximize medical resources and alleviate
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a situation where medical resources are in short supply. This will help accomplish one of the sustainable
development objectives of the United Nations, which is to ensure that people of all ages live healthful
lives [6]. However, using Al tools can result in various medical errors, including algorithm errors that
result in life-threatening misdiagnoses and data integration errors that lead to unnecessary treatment [7].
In the absence of explicit legal accountability for medical errors caused by Al, patients, and physicians
will be hesitant to implement Al tools in the healthcare industry, particularly due to concerns regarding
algorithm security.

2. Applications of Al in healthcare

By incorporating clinical data, Al-based medical applications have the potential to diagnose, predict,
and treat diseases [1]. In heart disease, ML algorithms have been used to calculate the 10-year risk of
developing cardiovascular disease, resulting in more accurate cardiac risk scores [8]. Moreover, Al-
assisted prediction using clinical data records can be more precise than statistically-derived risk models,
indicating that incorporating Al into medicine and healthcare could improve patient care by allowing
for more accurate diagnoses and interventions [9].

Moreover, by incorporating physiological data from patients with renal diseases, Al tools can predict
the incidence of acute kidney injury (AKI) within 48 hours of hospitalization and the post-operative risk
of AKI surgery. In addition, the diagnostic accuracy of Al prediction models can be comparable to that
of medical personnel, and their efficacy can be enhanced when combined with other tools [10, 11].

Incorporating Al into healthcare can alleviate healthcare congestion in EU nations with insufficient
medical personnel. By prioritizing patients based on their medical data and health status, predictive
models utilizing Al algorithms can aid medical personnel in developing higher-quality surgical plans,
thereby optimizing healthcare resources [12]. Al can also assist in analyzing emergency department pa-
tient arrivals, enabling the development of efficient resource allocation strategies [13-15].

In 28 EU countries, mental illness costs more than 4% of the gross domestic product [16]. Al can pro-
vide patients with conversational companionship and emotional support without healthcare personnel
treating mental illness [17, 18]. Interactive chatbots can digitally monitor patients' emotions using voice
and facial recognition sensors, providing patients with the emotional support they require.

The bureaucracy of the healthcare system requires healthcare workers to spend fifty percent of their
time on administrative duties, such as patient data acquisition and devouring valuable resources [19].
By performing these duties more efficiently and precisely, Al can save healthcare professionals valuable
time and reduce the staffing shortage.

3. Challenge

Utilizing artificial intelligence (Al) in the healthcare industry presents numerous obstacles. As a com-
paratively new application, its use is not governed by established laws and regulations, which could
potentially injure its users. In cases where patients are injured due to medical errors, the lack of tracea-
bility in medical Al makes it difficult to assign responsibility. Artificial intelligence (Al) in the diagnosis
or treatment process further complicates the relationship between physicians and patients [20], which
could reduce their propensity to employ Al.

Concerns over algorithmic security could threaten the viability of Al medical instruments. Unfortu-
nately, in 2020, the Al company Cense Al was the victim of a cyber-attack, which exposed the sensitive
information of more than 2.5 million patients worldwide, including personal diagnosis records, private
addresses, and names [21]. The risk of data security incidents makes it more challenging to promote
medical Al tools because no one wants their private information, such as their name and address, to be
extensively distributed.

The ethical considerations of Al use further complicate the healthcare industry's propagation of Al
tools. Individual patient data is regarded as a commodity on the market from the perspective of surveil-
lance capitalism, and sales strategies are devised to increase their purchases. In addition, the pharma-
ceutical industry uses patient data for drug development and marketing strategies, which may raise eth-
ical concerns [22].
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Moreover, data-level errors can impact the precision of Al predictions. During the ultrasound scan-
ning process, for instance, human error can cause the input data of Al tools to be discordant with the
patient's actual condition, which can be understood as data noise. Due to operator ineptitude or uncoop-
erative patients, data disturbance may exist [23].

A 2021 survey of 6,000 people revealed that the majority of individuals need more knowledge of
Al's use in daily life [24]. This suggests a considerable danger of data disturbance when diagnosing
patients from the general population using Al tools.

Even worse, there needs to be more instruction in extant curriculums that seeks to teach clinically
trained physicians how to use Al tools. A study conducted at 19 institutions in the United Kingdom
revealed that medical students are required to take only a handful of Al courses [25]. Healthcare person-
nel still need to gain the experience necessary to be the dominant consumers of Al tools, so they cannot
guide and assist patients and may generate data noise. A patient donning a wedding ring may position
their hand on their chest during the scanning procedure. An X-ray technician may place an adhesive
electrocardiogram electrode on the chest. These circular artifacts may be misidentified as one of the
known thoracic lesions, resulting in false-positive results [26]. The data pollution caused by these actions
will result in algorithmic errors in artificial intelligence and increase the risk of misdiagnosis. The risk
of erroneous diagnosis due to improper application will impede the widespread adoption of Al tools in
the medical and healthcare sectors.

Moreover, data collected from different hospitals and machine learning models used to differentiate
between distinct populations may result in incorrect classification by Al due to changes in the dataset's
quality [27]. This implies that the data model will reduce the accuracy of predictions even in the absence
of data disturbance. Using optical coherence tomography (OCT), DeepMind has created an Al digital
model system that can automatically diagnose retinal diseases. However, the diagnostic error increases
from 5.5% to 46% when the Al system obtains data images from multiple devices [28].

As itis typically designed by computer and data scientists, the development of medical Al technology
often needs more input from end-users such as patients, nurses, and physicians [29]. This absence of
involvement can make it difficult for users to comprehend and employ these tools effectively, increasing
the likelihood of human error when using Al tools.

In addition, the development of medical Al tools involves a large number of participants, resulting
in a lack of transparency in the development process, which further inhibits the use of Al tools in diag-
nostic methods by users who do not comprehend how Al models operate in the real world [30]. This
lack of transparency makes it difficult to determine who is responsible for possible errors, whether Al
developers, data administrators, physicians, or others.

Moreover, the complexity of informed consent procedures and the lack of transparency of Al algo-
rithms may necessitate that patients comprehend how their data is utilized and shared, posing potential
ethical risks [31]. Establishing data protection laws to ensure the responsible use of Al tools in healthcare
is crucial.

4. Suggestions
To optimize algorithm safety, technical research, laws, regulations, and policy systems, and increased
transparency and interpretability of algorithm applications are needed to ensure that Al applications in
healthcare can be carried out safely and securely. The application of Al in healthcare also needs to take
ethical issues into account. The safe application and promotion of Al in healthcare can be promoted by
developing ethical guidelines and codes and increasing education and awareness to serve patients and
healthcare organizations better. Ethical issues such as patient privacy and data protection must be con-
sidered when using Al. The balance of interests between healthcare providers, doctors, patients, and
technology companies needs to be considered when developing guidelines and norms. There is also a
need to consider how to ensure the fairness and transparency of algorithms in the development and
application of Al.

From the perspective of Al use, the skills and awareness of healthcare professionals should be im-
proved. Healthcare professionals should receive professional training on how to use Al tools properly.
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Manufacturers and providers should provide transparency for Al and inform patients about how their
data is used and shared. Governments and hospitals should have laws and policies to protect data when
Alisused. This includes specifying what data can be used, how it is collected and used, and how patients'
privacy is protected.

5. Conclusion

Artificial intelligence (Al) has made significant contributions to the healthcare industry by improving
diagnostic accuracy and relieving pressure on limited healthcare resources. It has improved the compre-
hension and treatment of various cardiovascular, renal, and psychological diseases. Concerns about data
privacy and security have accompanied the advantages of Al in healthcare, as cyber attacks have resulted
in the disclosure of sensitive patient information. In addition, data disturbance and shifting can result in
the misdiagnosis of patients, resulting in severe consequences and liability issues. To ensure that Al tools
positively impact the healthcare industry, it is essential to strengthen system security and protect patients'
sensitive data from potential attacks.

In addition, patients must be completely apprised and provide consent before using their data. Alt-
hough these measures may be costly and time-consuming, the long-term benefits of utilizing medical
Al tools outweigh the costs. Al has the potential to enhance patient outcomes and increase the efficacy
of the healthcare industry, even though it presents some challenges in healthcare.
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